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1 Introduction

Gireve “Trust platform” is a Plug and Charge ecosystem that facilitates the deployment of ISO 15-118
and Plug and Charge as it enables the actors of the ISO-15118 protocol value chain to generate and
manage certificates. It simplifies the experience of all EV market players, guaranteeing them the highest
level of security as it combines a 10-year experience as first European roaming network with the
cybersecurity expertise of our technical expert Thales.

The Plug aNd Charge Protocol (PNCP) by Gireve is an open protocol that describes the communication
rules enabling data transfer and service consumption between an operator's software platform and the
platform of a PKI ecosystem service provider. PNCP covers all Plug and Charge related services (PKI
services, V2G Root CA, Certificate Provisioning Service and Pool services).

Gireve “Trust platform” is accessible using PNCP.

1.1 Aims

This document is intended to be a guide to the implementation of the PNCP protocol, with its main use
cases as well as its specific implementation within the Gireve Trust platform.

1.2 Intended Audience

This document is intended for technical teams (system administrators, developers, project manager etc.)
of systems connected or to be connected to the Gireve’s Trust Platform.

1.3 Prerequisites

To be able to follow the indications and suggestions given in this implementation guide, it is necessary
to have a correct understanding of:

1. PKl and digital certificates

2. The basic principles of the ISO-15118-2 standard

Appendices 1 and 2 at the end of this document will cover the essential information you need to know
on these two points.

Knowledge of the OCPI protocol is useful but not essential (OCPI documentation is available on this
link: https://github.com/ocpi/ocpi )

1.4 Document layout

This document is in two parts. The first part is technical, describing security, platform authentication and
identification mechanisms, as well as other parameters to be considered when establishing HTTP calls
to Gireve’s Trust platform. The second part is functional, describing the different workflows and services
to be implemented by each actor using the platform. It also describes the specific rules applied to each
of the services presented by Gireve.

GIREVE PNCP Implementation Guide — V1.2.0 5/55
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1.5 Definitions and Abbreviations

Term
OEM

Contract
Certificate

Contract
Certificate Bundle

Signed Contract
Certificate Bundle

Provisioning
Certificate

Vehicle Certificate

CPO

eMSP

Definition
OEM stands for “Original Equipment Manufacturer” which is an
ambiguous term.
In the context of this document, it represents the EV Maker, and
thus the actor that designs (engineering) and produces (plant) the
EV. This actor is supposed to be able to define the configuration
of the vehicle when released from the factory, and to manage the
communication link from and to the vehicle.
The contract certificate is an X509 certificate that authenticates
the eMSP contract, that will be used to pay the charging sessions.
This certificate is issued on behalf the eMSP and must be installed
into the EV. It will be used for the charging session authentication
step.
The Common Name (CN) of this certificate contains the eMAId of
the contract.
The "contract certificate bundle" is defined by the 1SO-15118
norm. It is an information package enabling the installation of a
contract certificate in a specific vehicle. It contains: the contract
certificate, its certification chain, the contract certificate's (CC)
private key encrypted with the vehicle's provisioning certificate
public key and the DHPublicKey needed to decrypt the CC private
key.
The "contract certificate bundle" is defined by the 1SO-15118
norm. It contains the CCB, a signature and a CPS certificate with
its certification chain. The vehicle must verify the signature and
the CPS certification chain before installing the contract certificate
with the CCB.
The provisioning certificate is an X509 certificate that
authenticates the EV, typically during the process of Contract
Certificate Provisioning.
This certificate is issued on behalf the OEM (of the EV) and must
be installed into the EV.
The Common Name (CN) of this certificate contains the PCID of
the EV.
The vehicle certificate is an X509 certificate that authenticates the
EV, typically during the Vehicle to Charging-station data-link
establishment (mutual authentication).
This certificate is issued on behalf the OEM (of the EV) and must
be installed into the EV.
This certificate is only used in ISO-15118-20.
CPO stands for Charging Point Operator.
The CPO is the system actor that manages Charging Points. CPO
designates the actor and its information system. The CPO Back-
end system is supposed to be connected to the Charging Stations
it manages, and to be able to exchange information and data with
them.
eMSP stands for e-Mobility Services Provider.
The eMSP is the system actor that offers services to the
customers, and typically the EV Charging services.
The customer is supposed to be a customer of an eMSP and to
have an account with the eMSP. This account is identified by the
eMAId.

Synonym
Car Maker

CcC

CCB

SCCB

PC

VC

CSO (Charging
Station Operator)

MO
Operator),
MSP (Mobility
Services Provider),
EMP (e-Mobility
services Provider)

(Mobility
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Definition

CPS

ccpP

PCP

RCP

EV

SECC Certificate

SECC

eMAId

EVSE

PCID

EV-Driver

EV-Owner

Customer

CPS stands for Certificate Provisioning Service. Entity in charge
of facilitating the installation of a new contract certificate for an EV
with a digital signature

CCP stands for Contract Certificates Pool.

CCP is a data exchange and communication facility, on which the
asynchronous (and synchronous) exchanges of Contract
Certificates between actors (eMSP, OEM, CPO) are based.

PCP stands for Provisioning Certificates Pool.

PCP is a data exchange and communication facility, on which the
asynchronous (and synchronous) exchanges of Provisioning
Certificates between actors (eMSP, OEM) are based.

RCP stands for Root Certificates Pool

RCP is a data exchange and communication facility, on which the
asynchronous (and synchronous) exchanges of RootCA
Certificates between actors are based.

EV stands for electric vehicle. There is no restriction about the
nature of this EV. It could be a car, a bus, a truck, a motorcycle ...

The SECC certificate is an X509 certificate that authenticates the
Charging Station, typically during the Vehicle to Charging-station
data-link establishment.

This certificate must be installed into the SECC.

The Common Name (CN) of this certificate contains the CPID of
the SECC.

SECC stands for Supply Equipment Communication

Controller. The SECC is the ISO-15118 communication part of the
Charging Station that communicates with the EV.

There is only one SECC per Charging Point, but several Charging
Point could share the same SECC.

eMAId stands for E-Mobility Account Identifier.

This is the identifier of the account that the customer has with its
eMSP.

EVSE stands for Electric Vehicle Supply Equipment.

The EVSE is the electric part of a charging station that manages
the delivery of energy to the vehicle.

The Charging Point is the ability of a Charging Station to charge
one vehicle at a time.

Because there is one EVSE per charging Point and one Charging
Point per EVSE, both nouns are synonym.

PCID stands for Provisioning Certificate Identifier.

The PCID is an identifier of the EV.

The EV-Driver is the system actor which uses the EV.

EV-Driver, EV-User and Customer are three separated roles that
could be played by three or two separated actors or by the same
one.

The EV-User is the system actor which owns the EV.

EV-Driver, EV-User and Customer are three separated roles that
could be played by three or two separated actors or by the same
one.

The Customer is the system actor, which is the customer of the
eMSP, and which will pay the charging services.

EV-Driver, EV-User and Customer are three separated roles that
could be played by three or two separated actors or by the same
one.

Synonym

EVCC
vehicle
communication
controller).

EVSE Certificate,
Charging Point
Certificate,
Charging
Certificate

(electro

Station

Charging Point

GIREVE
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Term
Certification
Authority

OCSP Responder

OCSP Stapling

Root CA

Sub CA

Trust List of Root
CA

Definition
A certification authority is an actor in charge of delivering PKI
services such as: generation and delivery of certificates,
certificate revocation, certificate revocation status publication. It
represents the actor and the information system.
The OCSP Responder is a service in charge of providing
revocation status of certificates. It follows the Online Certificate
Status Protocol, and creates signed response based on the
original CA certificate revocation status publication that it has
permission to manage the OCSP for.
OCSP Stapling is a mean for a server to provide his certificate
revocation status, associated (“stapled”) to its own certificate, as
a mean to prevent multiple calls to the OCSP Responder by all
clients.
A Root Certification Authority is a certification authority that is the
root of a PKI hierarchy. It needs to be trusted by all bearers of
certificates and by all the parties that will check those certificates.
It is represented as a self-signed X509 certificate.
A Sub Certification Authority is a certification authority able to
deliver certificates with a trust delegated from a Root CA. There
are 2 levels of Sub CA defined for ISO 1SO-15118. It is
represented by a X509 certificate signed by its delivering CA
which can be a Root CA or a Sub CA.
The trust list of Root CA is the list of Root Certification Authority
that are trusted in the whole system. That trust list is a signed list
of all the Root Certification Authority certificates or their
fingerprints.

Synonym
CA

RCA

SCA

CA TL, TL of RCA,
Trust Anchors

GIREVE
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2 Technical implementation guidelines

2.1 PNCP principles

PNCP protocol is based on the same principles as OCPI protocol, to reduce the complexity for actors
using OCPI for roaming (like CPOs and eMSPs).

The following basic principles are inherited from this “proximity” with OCPI.
o GIREVE Trust Platform APIs use Json/Rest standards.
o GIREVE Trust Platform APlIs are structured in “modules” that group APIs on a functional basis.

But some OCPI mechanisms are not relevant for the PNCP features and thus have not been integrated
in the protocol:

e There is no credential-like module in PNCP.

e The authentication is done through OAuth2 mechanism.

Note that, for security reasons, the GIREVE Roaming platform and the GIREVE Trust Platform do
not share a unique partner authentication mechanism nor a common credential management.

2.2 PNCP Module pattern

To fulfil the principle of “proximity” with OCPI, GIREVE has implemented 4 custom modules _":

o PNCGenericCertificate module: Module used to manage x509 certificates.

o PNCRootCACertificate module: Module used to manage ISO-15118-Plug&Charge Root-CA
Certificates.

o PNCProvisioningCertificate module: Module used to manage 1SO-15118-Plug&Charge
Provisioning Certificates of EVs.

¢ PNCContractCertificate module: Module used to manage 1SO-15118-Plug&Charge contract
certificates.

2.3 URLs

The PNCP URLs are structured by the following pattern:

e URL=
https://<environment>.gireve.com/pncp/<API Version>/<module name>
e with
o <environment> which describes the production or preproduction environment.

=  Production environment: “trust-api”

=  Preproduction environment: “pp-trust-api”
o <API_Version> which designate the version of the protocol.

= Structure following the pattern “x.y.z”
o <module_name> which designates the module:

= “PNCContractCertificate”

= “PNCProvisioningCertificate”

= “PNCRootCACertificate”

= “PNCGenericCertificate”

" The names of these modules have been prefixed by “PNC” (for “Plug’n Charge”) to avoid any confusion
in case of OCPI defines an OCPI standard plug & charge related module and/or object.

GIREVE PNCP Implementation Guide - V1.2.0 9/55
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e Example
o https://trust-api.gireve.com/pncp/1.0.2/PNCContractCertificate
o s avalid URL for
»  “PNCContractCertificate” module
= Version “1.0.2”
=  On production environment

2.4 Concepts derived from the OCPI protocol.

2.4.1 Headers “X-Request-ID” and “X-Correlation-ID”

Used for tracing and debugging, the headers “X-Request-ID” and “X-Correlation-ID” introduced in OCPI
2.2 are used in GIREVE Trust Platform APls.

Please see https.//qithub.com/ocpi/ocpi/blob/2.2. 1/transport _and format.asciidoc#12-unique-message-
ids (from OCPI standard description on Github).

The implementation of the headers “X-Request-ID” and “X-Correlation-ID” are mandatory.

2.4.2 Response format

Responses returned by GIREVE Trust Platform services are compliant with the standard OCPI response
format.

Please see  https://qithub.com/ocpi/ocpi/blob/2.2.1/transport_and _format.asciidoc#117-response-
format (from OCPI standard description on Github).

2.4.3 Status codes returned.

Status codes returned by GIREVE Trust Platform APIs are compliant with the OCPI standard.
Please see  https://github.com/ocpi/ocpi/blob/2.2.1/transport _and format.asciidoc#117-response-
format (from OCPI standard description on Github).

2.4.4 Pagination

Some PNCP services, such as GetRootCA, reuse OCPI paging principles by using offset and limit
parameters in the request as well as the "link", "X-Total-Count" and "X-limit" headers in the response.
Please see https./qithub.com/ocpi/ocpi/blob/2.2.1/transport_and_format.asciidoc#pagination (from
OCPI standard description on Github).

GIREVE PNCP Implementation Guide - V1.2.0 10/55
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2.5 Gireve Trust Platform environments

Two main environments are available: “Preproduction environment” et “Production environment”.

2.5.1 Preproduction environment

This environment enables partners to test, refine and validate their implementation before going live. It
can also be used to create proof-of-concept tools or demonstrations.

All Root-CAs, Sub-CAs and leaf certificates managed in the Preproduction environment can only be
used for test or demonstration purposes. They cannot be used in a production context.
URL to access Preproduction environment are like https://pp-trust-api.gireve.com/...

2.5.2 Production environment

This is the environment for service delivery.

URL to access Production environment are like https://trust-api.gireve.com/...

2.6 Communication partner and operator

Pariner

| OPERATOR 1
e - Gireve

| OPERATOR 2 Seiler

| OPERATOR 3

2.6.1 Communication partner

A Communication Partner is a system actor which is technically connected to the GIREVE’s Trust
Platform and exchanges messages (requests and responses) with it. A Communication Partner is a
client in the client/server communication .

To be authorised to be connected to the GIREVE’s Trust platform, a Communication Partner must obtain
the necessary security credentials from GIREVE and communicate the IP addresses of its physical
machines.

A Communication Partner may host one or many Operators (CPO, eMSP, OEM, CCP, PCP).
Example: A CPO system or an eMSP “back-end” system, connected to the GIREVE'’s Platform, is a
Communication Partner

‘ GIREVE PNCP Implementation Guide —V1.2.0 11/55
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2.6.2 Operator

An operator is the actor in the system who is functionally connected to the GIREVE platform and
exchanges messages with it. This is a business role, and the company to which it is linked has a
"Platform Access Contract" with GIREVE.

Operators can have one or more communication partners for the management and monitoring of their
data flows.

The separation between the two roles of "Operator" and "Communication Partner" is particularly
important when a Communication Partner hosts several Operators. This notion also makes it possible
to distinguish all the Communication Partners of an Operator.

Example: a CPO or an eMSP is an Operator. A CPO system is a Communication Partner of the CPO.
Some actors use the term “Mandant” to designate functional actor using a given system. In this case
“Mandant” is a synonym of “Operator”. Some actors use the terms of “Sub-Operator” (Sub-CPO, Sub-

eMSP, Sub-OEM ...) to designate functional actor using a given system. In this case “Sub-Operator” is
a synonym of “Operator”.

2.7 Security

2.7.1 Communication encryption via TLS

Communication between the client system and the Gireve’s Trust platform is secured and encrypted on
the transport layer using the TLS protocol (TLSv1.3) which is the standard protocol for secure data
transmission. TLS (for Transport Layer Security) establishes a secure and encrypted connection
between the client and server, safeguarding against eavesdropping and data tampering.

TLS works on the principle of key exchange and encryption. When a client system connects to the
server, it initiates a data exchange process during which the server presents its digital certificate. The
client verifies the server's certificate, confirming that it is valid and issued by a trusted entity, thus
ensuring that it is communicating with the legitimate trusted server. After verification, the client generates
a shared secret, which both parties use to obtain encryption keys. All data that is subsequently
exchanged between client and server is then encrypted and can only be decrypted using these keys.
This guarantees the confidentiality and integrity of the information exchanged.

Gireve Trust platform presents a server certificate linked to the Google's Root Certificate Authority
"GTS Root R1" which can be downloaded here: https://pki.goog/repository!/..

The calling partner system needs to recognize this Root Certificate Authority as a trusted entity to
allow the TLS communication.

Note: "GTS Root R1"is already included in most recent trust store (like for java in the cacerts file of the
JVM’s security module).

Note 2: The client authentication is not done by TLS client certificates but with bearer token as described
in Section 2.8.

GIREVE PNCP Implementation Guide - V1.2.0 12 /55
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2.7.2  |PFiltering

The Gireve Trust platform also uses customer IP filtering as an additional security measure. This
ensures that only trusted sources can access the API, reinforcing security and protecting against
unauthorized access attempts.

Calling partners must provide a list of authorised IP addresses before connecting to the platform.

2.7.3 Gireve's web application firewall

Gireve's Trust platforms are protected by a powerful web application firewall (WAF). This firewall
features anti-DDoS protection and includes numerous and complex protection rules to prevent any
intrusion attempts into the system and guarantee a maximum level of security.

One of the rules in place to protect against CRLF injections will rejects request with a JSON body
not “minified”. This means containing white spaces or line breaks between the JSON attributes.

If you make test calls via Postman on the pre-production platform you need to “minify” your JSON
payload, otherwise they’ll be rejected by the platform.

2.7.4  PKlsecurity

The storage and use of the certificate authority private keys is secured in some Hardware Secure
Modules (HSM). Hardware security modules act as trust anchors that protect the cryptographic
infrastructure by securely managing, processing, and storing cryptographic keys inside a hardened,
tamper-resistant device.

2.8 Client authentication

2.8.1 Partner authentication via OAUTH2 tokens

Client authentication and identification on our platform is based on OAuth2 tokens, a technology
recognized for its reliability in securing access. These tokens are generated by the client from
information previously transmitted to the connection by Gireve, during the technical connexion stage,
notably the client_id and client_secret.

Calling partner systems must generate valid OAuth2 tokens with the credentials provided by Gireve
to authenticate to the Gireve Trust platform. If the token is missing or invalid, the call will be rejected.

In addition, tokens have a limited validity period (a few hours). The calling partner must reuse an
existing token as long as it remains valid and only request a new token upon expiration. This

technical requirement would be verified during the certification process.

"

Note: The generated token must be entered in the “authorization” header with the value "Bearer {token}
and must be updated when it reaches its validity limit.
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Note 2: The IP filtering implemented on our platform (see section 2.7.2) is also a means of identifying a
calling partner.

2.8.2 Operator identification via PNCP headers

As explained in Section 2.6, when a partner system calls us, it does so on behalf of an operator who
represents the functional actor (eMSP, CPO, OEM, CCP, PCP).

The operator, source of the request, is identified using the PNCP-from-country-code and PNCP-from-
party-id headers, which are populated respectively by the operator’s country code and party id, as
defined by the eMI3 group standard.

For each call, calling partner systems must fill in the mandatory headers PNCP-from-country-code
and PNCP-from-party-id. Gireve will then check that the Operator has been declared in its system
and that the Communication-Partner is attached to this Operator. If either of these conditions is not
met, the call will be rejected.

Note: If the Operator doesn’t have the “country code” and “party id” information, Gireve can create them
for him.

3 Functional implementation guidelines

3.1 PNCP services by roles and actors.

The list of the PNCP services by role and actors is available in our Stoplight documentation:
https://gireve-apis.stoplight.io/docs/pncp

3.2 PNCP services permissions in Gireve Trust Platform.

Each service is bound to a specific permission. A permission enables the access to a service. During

If a partner makes a call for an operator on a service for which the operator does not have

permission, the call will be rejected.

the technical connection process, a Gireve administrator bounds service's permissions to the operator
based on its subscription. New permissions can be added or remove later if needed to be added.

3.3 PKl services guidelines

33.1 Certificates profiles: definition and usage

3311 Definition of the “certificate profile”.

Our system is designed to enroll digital certificates using a “Certificate Profile” (also called PKI Profile).
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When enrolling for a digital certificate, the system requires both the Certificate Signing Request (CSR)
and the selected Certificate Profile. This is a way to reduce complexity, by communizing recurrent
parameters.

The Certificate Profile defines the various characteristics of the issued certificate, such as:
e The issuer (it is the SubCA2 linked to the certificate profile),
e The certificate validity period,
e The DN of the issued certificate,
e Other parameters (certificate extensions, algorithms used, etc..).

Notes:
o A certificate profile is linked to a specific SubCA2. Each SubCA2 can have multiple certificate
profiles associated with different characteristics.
o Each partner, user of the certificate generation services (certificates enrolment) will be granted
with at least one certificate profile describing the common characteristics of the certificates it
will request. These certificates profiles will be defined during the setup phase (connection).

3312 Determination of the certificate DN by the certificate profile.

The certificate profile specifies how the DN of the issued certificate is constructed.

Currently, our certificate profiles take the Common Name (CN) from a CSR and apply it to the DN of the
issued certificate. The (CN) in the leaf certificate of the “OEM”, “CPO” and “MO” (eMSP) 1SO-15118
branches correspond respectively to the PCID, the CPID and the eMAId.

The other values of the certificate DN properties, such as Domain Component (DC), Country (C),
Organization (O), and Organizational Unit (OU), are set from constants defined in the configuration of
the certificate profile. This ensures the conformity of the certificate issued.

The (DC) value is constraint by the ISO15118 norm. It must be equals to one of the following values
depending on the branch we are in: “OEM”, “MO”, “CPS”, “CPO”.

Certificate Enrollment with example DN values

Certificate Applicant Gireve P&C

(calling partner) Platform
éo dEY
>
Identifying — H
=FRABCIF1936F 1, OU=dko, DC= ABC
information 4. Validates partners identity and CSR an
select targeted certificate profile
Generates CSR
3. Select certificate
}) profile identifier and
call Gireve P&C
A <«
1. generates key pair < Q ¢

Validity period = 2 months
Certiicate DN : CN= FRABCIH1938FJ1, O= GIREVE, C=FR, DC = CPO
Issuer = The CA linked to the selected certfcate prof

o selecta profie
5. Isssues signed certificate and i

send back to certificate applicant
Targeted certificate profile

Private Key (CA)

A_CPO_SECC_Generic_2M

0= GIREVE, C=FR, DC = CPO

3

é}

cateProfileld = A_CPO_SECC_Generic_2M

3313 Affiliation of certificate profile to the Trust Users.
Certificate profiles are used for all certificate enrolment operations in our PKI solution. The related Trust
services are the following:

e Enroll a certificate (PNCP)

e Enroll a certificate (EST protocol)
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e Create CC, build & sign the CCB and store in CCP,
e Create a CC and build CCB.

Gireve associates Certificate Profiles to an operator during the operator technical connection and later
if a new certificate profile needs to be added.

As explained above, the certificate profiles attached to an operator will deal with the following points:
e Under which SubCA2 the operator can enrol its certificates?
e What validity period will be applied to the issued certificates?
o What values will be specified in the DN of the issued certificates?

These three questions must be discussed and answered between Gireve, and the operator during
the technical connection and validated before the go-live. This will determine which Certificate
Profiles to assign to the operator. They may be existing Certificate Profiles or new Certificate Profiles
created specifically to meet the operator's needs.

Note: If an operator tries to use a certificate profile that is not in the list associated to it by Gireve to
itself, the system will reject the request

3.3.2 Leaf certificate enrolment and obtention of linked SubCAs

In the 1ISO-15118 standard, communications are secured through the use and validation of digital leaf
certificates.

How does leaf certificate enrolment work?

To obtain a leaf digital certificate, an entity must:

1. Generate an asymmetric key pair.

2. Generate a Certificate Signing Request (CSR) from this key pair. A CSR contains the public
key and a subject DN related to the entity. It is signed with the private key to prove that the
private key is owned by the entity.

3. Submit the CSR to the appropriate Certificate Authority (CA). The CA will validate the
requesting entity identity and the conformity of the CSR. It will then use its private CA private
key to issue the digital certificate and send it back to the requesting entity.

ISO-15118-2 standard requires that key pairs be based on Elliptic Curve Digital Signature
Algorithm (ECDSA), specifically on the secp256r1 elliptic curve (also called prime256v1).

Gireve will reject any CSRs based on key pairs that don't respect this constraint.

Why certificate requesters also need the linked SubCAs?

In order to validate and authenticate a Leaf Certificate that is associated with an end entity, the
verifying entity must dispose of the Certificate chain (Leaf Certificate and intermediate SubCAs). This
chain must be valid and linked to a Root Certificate trusted by the verifying entity. In most cases, the
verifying entity only has a Trust Store containing a list of trusted Root certificates and do not know the
intermediate certificates. Therefore, to be authenticated and trusted, an entity must not only transmit
its leaf certificate but also the associated intermediate SubCAs, this is why:

e The CPO must install the SubCAs associated with the SECC Leaf Certificate in the SECC so
the SECC can pass the SECC certificate chain to the EV. This will allow the EV to
authenticate the SECC.

GIREVE PNCP Implementation Guide - V1.2.0 16 /55


https://gireve-apis.stoplight.io/docs/pncp/yuu57zepf5oaf-create-cc-build-and-sign-the-ccb-and-store-in-ccp
https://gireve-apis.stoplight.io/docs/pncp/wstbyvxtxtnuy-create-a-cc-and-build-ccb

(

Gireve

e The OEM must install the SubCAs associated with the Contract Certificate in the EV so the
vehicle can pass the Contract Certificate chain to the SECC. This will allow the SECC to
authenticate the Contract Certificate.

e The eMSP must include the associated SubCAs in the Contract Certificate Bundle to allow the
CPS to validate the Contract Certificate before applying the signature and so that they can be
installed in the EV (see point above).

e The CPS must include the associated SubCAs along with the CPS leaf certificate in the
Signed Bundle to allow the EV to verify the CPS chain during the certificate installation
process.

e The OEM must include the associated SubCAs along with the Provisioning Certificate when
making it available in a PCP to allow the PCP to validate the PC before integrating it and later
for the eMSP to validate the PC again before using it in a Contract Certificate Bundle.

Services Enroll a certificate Enroll a certificate Get CA certificates
Actions (PNCP) (EST protocol) (EST protocol)

v

Create leaf certificate

v
Retrieve SubCAs linked \/ \/
v

Link metadata to certificate

To obtain a leaf certificate and the linked SubCAs, Gireve recommends the use of the Enroll a
certificate (PNCP) webservice that presents all this information in its response.

Gireve also supports Enrollment over Secure Transport (EST) protocol. EST is widely recognized
as standard and secure protocol used for securely enrolling devices and clients into a PKI system.
Using this protocol, enrolling a leaf certificate and fetching the associated SubCAs (and the RootCA
in this case) is possible through two separate services: Enroll a certificate (EST protocol) to enroll a
leaf certificate and Get CA certificates (EST protocol) to fetch the associated SubCAs.

Certificates issued by these enrollment service (PNCP or EST version) will not be added
automatically in Gireve certificate pools (CCP or PCP).

For the EMSP, Gireve recommends the use of EMSP dedicated services described in Section 3.6.1
that will also cover the key pair generation and the contract certificate bundle generation.

Note: Both Enroll (EST or PNCP) service take as parameters a CSR in PKC#10 (PEM) format without

headers and line breaks, and a certificateProfileld that lets you choose which CA to sign the
certificate on, and for what validity period (see Section 3.3.1).

Cert in PEM format with headers and line breaks (wrong format) Cert in PEM format without headers and line breaks (good format)

----- BEGIN CERTIFICATE-----
MIIBXjCCAQSgAWIBAGIEZMe+TAKBggqhkjOPQQDAJAIMQswCQYDVQQGEWJGUEU
MBIGATUEAwWwWLU 1VCQOEXLUdGUjMwHhcNMjMwNzMxMTQwMDUzWhcNMjQWNzMwMTQw
MDUZWjAJMQswCQYDVQQGEWJGUJEUMBIGA1UEAWWLU1VCQOEYLUdGUMWWTATBgcq
hkjOPQIBBggqhkjOPQMBBWNCAATZGQWTJpdJu8rZDuSHKUgXhr1DLOZmxUdwYD+e
c7ydYA/JHUjOFE3Pdb4ZhjdgQxaY3nAeVILMqvTN6WguD7iBoyYwJDASBgNVHRMB
AfSECDAGAQH/AgEBMA4GA1UdDWEB/WQEAwIBBjAKBggqhkjOPQQDAgNIADBFAIAV
JySp/h3mDgNI1KqUo+rOvtCmaQEX9T6glLgi2emIrAlhnAK78hZAYSeC63vxx+HG5
WI7GxIRF72CMhbiNkZ7TqK1e

MIIBXjCCAQSgAWIBAGIEZMe+TAKBggahkjOPQQDAJAIMQswCQYDVQQGEWJGUEUMBIGATUE
AwwLU1VCQOEXLUdGUMwHhcNMjMwNZzMxMTQwMDUZWhcNMjQwNzMwMTQwMDUZWAMQs
WCQYDVQQGEWJGUJEUMBIGA1UEAWWLU1VCQOEYLUdGUMWWTATBgcqhkjOPQIBBggghkjo
PQMBBWNCAATZGQwTJpdJu8rZDuSHKUGXhr1DLIZmxUdwYD+ec7ydYA/JHUJOFE3Pdb4ZhjdgQ
xaY3nAeViLMqvTN6WguD7iBoyYwJDASBgNVHRMBATBECDAGAQH/AGEBMA4GATUdDWEB/WQ
EAWIBBJAKBggahkjOPQQDAGNIADBFAIAV.JySp/h3mDgNI1KqUo+OVtCmaQEX9T6gIL gizemirAlh
AK78hZAYSeC63vxx+HGEWI7GXIRF72CMhbiNKZ7TgK e
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Note 2: The API Get CA certificates (EST protocol) contains the SubCA2, SubCA1 and Root CA
certificates linked to a certificate profile. To enroll a leaf certificate and obtain the associated certificate
chain, the same “certificateProfileld” needs to be specified as a parameter in both services.

Note 3: Both EST services responses are it PKCS#7 format. PKCS#7 is a cryptographic data
container format that can, store certificates (in X.509 format), and is sometimes used to store several
certificates at once (like for the Get CA certificates service). A PKCS#7 file has the extension “.p7b”.
This format is natively recognized by Microsoft windows and a “.p7b” file can be opened directly for
consultation by clicking on it.

Note 4: PNCP allows OEM, CPO and eMSP to include an optional metadata object in the request
body when creating or renewing a leaf certificate. This metadata enables the association of simple
business classification data with the created certificate record in Gireve systems. It is not embedded in
the cettificate itself. This metadata can then be used to simplify reporting, filtering, and internal
monitoring. For more information, see Certificate Consultation Services

3.3.3 Renewal of a leaf certificate

The renewal of a leaf certificate is performed by the same services used for the certificate first
enrolment.

Gireve prohibits “certificate renew” (the reuse of a public key for certificate renewal) for security
reasons. If the CSR entered in the request is from a key pair already used, the system will detect it
and the request will be rejected.

The caller must generate a new key pair and issue a CSR from it to be able to perform a certificate
renewal (this is called certificate rekeying. See APPENDIX 1)

Services Enroll a certificate Enroll a certificate Get CA certificates
Actions (PNCP) (EST protocol) (EST protocol)

Leaf certificate renewal

v v
Retrieve SubCAs linked ‘/ ‘/

Link metadata at certificate renewal J

Note: A certificate can be rekeyed before expiration. In this case, the two certificates issued from the
two key pairs will be both valid until the old certificate reach expiration.

Note: As explained in Section 3.3.2, PNCP allow metadata to also be provided when renewing any
certificate.

3.3.4 Revocation of a leaf certificate
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Leaf certificates issued from Enroll a certificate (PNCP) or Enroll a certificate (EST protocol) services
can be revoked with the Revoke a certificate service.

Identification of the certificate to revoke is done by the couple serial number (in decimal value) and
issuer DN which is a standard way of identifying a x509 certificate.

As a certificate can only be revoked by the certification authority that issued it:
- Only Gireve can revoke the certificate Gireve issued.
- Gireve can only revoke the certificate Gireve issued.

In Gireve Trust solution, only the operator which owns the certificate can request its revocation.

Note: After a revocation Gireve updates its CRL and adds the new revoked certificate. This update is
done every day. Therefore, if you revoke a certificate and immediately check the revocation status with
an OCSP call or by downloading the CRL, the certificate will still be displayed as valid until the CRL is
updated.

Note 2: Contract certificates that have not been issued from the Enroll a certificate (PNCP) or Enroll a
certificate (EST protocol) needs to be revoked using some specific service for eMSP (see Section 3.6.3)

Note 3: The revocation of a Contract certificate or a provisioning certificate using the service Revoke a
certificate will revoke these certificates but will not automatically remove these certificates from Gireve
pools. To do so see Section 3.6.3 for CC and Section 3.7.3.3 for PC

3.3.5 Certificate consultation services

Gireve PNCP includes certificate consultation services that complement enroliment, renewal and
revocation operations. Their purpose is to give operators autonomous access to the list of certificates
they have enrolled without requiring manual extraction by support teams. Two endpoints are available
for the same business purpose: Retrieve enrolled Certificates returns a paginated JSON response and
Export enrolled Certificates (CSV) returns a CSV file.

Note: Operators can only retrieve the certificates that were issued for them, regardless of their certificate
status (valid, expired, revoked). Filters and parameters are detailed in the Stoplight page of these WS
(links in paragraph above).

Note 2: The services support filtering by metadata in addition to existing filters, and metadata associated
with a certificate is returned in the response. Metadata can be defined at certificate creation or renewal
by using PNCP PKi service as described in Section 3.3.2 and Section 3.3.3 and also by using specific
eMSP PNCP services as described in Section 3.7.1

3.4 RCP services guidelines

There are 3 types of root certificates defined in the ISO-15118-2 standard:
e V2G Root CA, from which the CPO and CPS branches are derived, and possibly the MO or
OEM branches.
e MO Root CA, from which the MO (eMSP) branches are derived (if not derived from a V2G Root
CA).
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e OEM Root CA, from which the OEM branches are derived (if not derived from a V2G Root CA).

All actors that generate 1SO-15118 leaf certificates are required to make sure that the Root
Certificates from which their leaf certificates derived are accessible within a Root Certificate Pool
(RCP).

This provision enables the actors manipulating their leaf certificates to validate them by checking the
certificate chains after retrieving the associated Root Certificates from the RCP.

3.4.1 Making a root certificate available in the Gireve RCP

For security reasons, the provision of a root certificate in Gireve RCP is not an automated process. The
Root CA must be communicated by the operator to a Gireve Trust administrator using Gireve'’s secured
file transfer procedure. After validation by Gireve, the Root CA will be integrated in Gireve’s RCP by the
authorized administrator.

All EMSPs and OEMs connected to Gireve's Trust platform that do not use Gireve's PKI service to
generate their leaf certificates are required to make their root certificates available to Gireve for
inclusion in its RCP.

3.4.2 Retrieving root certificates from the Gireve RCP

The PNCP service to retrieve root certificates from Gireve RCP is Get RootCA certificates.
This service is paginated and reuse the OCPI pagination concepts (see Section 2.2.4).

The OEM needs to retrieve and install in their EV’s trust store the V2G Root CAs. This is necessary
so the vehicle can validate the SECC certificate chain when the EV is connected to the charging point.
It is also necessary so the EV can validate the CPS certificate chain in the SCCB before installing a
contract certificate.

The eMSP (or delegated system) needs to retrieve and install in their system the OEMs Root CAs
(V2G or OEM Root) used to generate the vehicle provisioning certificate. This is necessary for the eMSP
to ensure the validation of the provisioning certificate chain before generating the CCB.

The CCP and PCP needs to retrieve and install in their systems the OEMs Root CAs (V2G or OEM
Root) used to generate the vehicle provisioning certificate. This is necessary for the CCP to ensure the
provisioning certificate chain validity when receiving a “certificationinstallationRequest” before sending
back the appropriate SCCB. This is necessary for the PCP to ensure the provisioning certificate chain
validity before adding the PC to the pool.

The CPO needs to retrieve and install in their SECC (or CSMS) the eMSPs Root CAs (V2G or MO
Root) used to generate the contract certificates. This is necessary for the CPO to ensure the validity of
the contract certificate chain passed by the EV to the charging point before allowing the charge.

The CPS needs to retrieve and install in their system the eMSPs Root CAs (V2G or MO Root) used
to generate the contract certificates. This is necessary for the CPS to ensure the validity of the contract
certificate chain contained in the bundle before signing it and turning it into a SCCB

3.4.3 Being notified that a root certificate has been added or removed from Gireve RCP.

As detailed in Section 3.5.2, there are three events associated with the addition or deletion of a Root
Certificate in the Gireve RCP that can trigger a notification:

« root.certificate.available : New Root Certificate available in Gireve RCP.
« root.certificate.expired : Root Certificate removed from Gireve RCP because it has expired
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root.certificate.revoked : Root Certificate removed from Gireve RCP because it is revoked

Subscribers will only receive notifications for the root CAs relevant to them:
e CPOs will be notified for eMSP and V2G root CAs.
o eMSPs will be notified for OEM Root CAs.

e OEMs will be notified for V2G Root.

3.5 Notification services guidelines

Events occurring in the RCP, PCP, and CCP pools can impact operators connected to the platform.
These events fall into the following categories:

e Data deposit in a pool.

e Data withdrawal from a pool.

e Data update in a pool.

e Data deletion or certificate revocation in a pool.

o Data (certificates) nearing expiration date

A webhook notification system is available, allowing operators to subscribe to one or more event
types. When a relevant event occurs that directly concerns them, a notification is sent.

3.5.1 How does it work?

A webhook is a real-time notification sent from one system to another via an HTTP POST request
when some specific events occur. The process is the following:

1. Register: The receiving system (the communication partner of an operator) provides a webhook
endpoint URL to the sending system (the pool operator).

2. Trigger: An event happens in the sending system (e.g., new V2G available in RCP).
3. Send: The sending system pushes notification data (JSON payload) to the webhook URL

4. Respond: The receiving system processes the data and performs actions (e.g., retrieval of the
new V2G Root from the RCP).

3.5.2 Webhook management

The following services are available for managing webhook configurations:

e Create a webhook Create a new webhook to receive natifications from the platform

o Get all webhooks Fetch all webhooks configurated in the platform by the requester

o Get a webhook Fetch a specific webhook configurated in the platform by the requester

o Update a webhook Updates a webhooks set by the requester to receive notifications from the
platform

e Delete a webhook Delete a webhooks set by the requester to receive notifications from the
platform
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Each webhook is linked to one or more events (list of events in the section below). Operators can
subscribe to as many events as they want. They can group these events together in one or more
webhooks.

353

List of events triggering webhooks

Relevant .
for Role Event Name Description
root.certificate.available A new Root Certificate is available in RCP.
ALL root.certificate.expired Roo_t Certificate removed from Gireve RCP because it has
expired
root.certificate. revoked Roo_t Certificate removed from Gireve RCP because it has
expired
emsp. brovisionning. certificate.removed A SCCB linked to the eMSP has been removed from the CCP
P-P & ' because the associated PC has been removed by the OEM
emsp.provisionning. certificate.revoked A SCCB linked to the eMSP has been removed from the CCP
P-P & ' because the associated PC has been updated by the OEM.
eMSP
emsp.provisionning. certificate.undated A SCCB linked to the eMSP has been removed from the CCP
P-P & P because the associated PC has been updated by the OEM.
emsp.contract.certficate.delivered An OEM or a CPO have successfully retrieved from the CCP a
P- ) ) SCCB linked to the eMSP for certificate installation.
. . A Contract Certificate (CC) is nearing expiration (within 50
emsp.contract.certificate.expiring.soon . i . )
days) and must be renewed to avoid service disruption.
. ) A new SCCB linked to one of the OEM PCs is available in the
oem.contract.certificate.available
CCP.
OEM
oem.contract certificate.revoked A CC linked to one of the OEM PCs has been revoked. It
’ ’ ’ needs to be uninstalled by the OEM in the EV.
oem.provisionning.certificate.expiring.s | An OEM Provisioning Certificate (PC) is nearing expiration
oon (within 180 days) and must be renewed.
CPO cpo.secc. certificate.expiring.soon A SECC certificate is nearing expiration (within 15 days) and
must be renewed.
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3.54 How to secure your webhook endpoints?

To ensure that incoming messages to your webhook endpoint URLs are sent by Gireve and
addressed to you, you can:

1. Check that the IP of the requester matches Gireve's output IP.
2. Check the "payload-signature" header of the webhook calculated from the secret.

For all outgoing calls, Gireve presents a single fixed outgoing IP. This IP will be communicated to you
during your PPROD and PROD onboarding. You should then whitelist it and only accept connections
on your endpoint from this IP.

Each webhook configuration is associated with a secret. This string is either defined by the operator
during the creation or modification of their webhook or, by default, assigned by the Gireve Trust
Platform. As a result, the secret is known only to the operator who set up the webhook and the Gireve
Trust Platform.

When a notification is sent by Gireve, a "payload-signature" header is included. This header contains
an HMAC-SHA256 signature (base64 format) of the notification payload, computed using the secret.
Upon receiving a notification, you should verify the signature by recalculating it using the secret. This
ensures that the sender of the notification has knowledge of the secret, confirming that the message
originates from the Gireve Trust Platform and is intended for you.

Here is an example of an RCP naotification payload (format described in stoplight here) :

wen

ion":"urn:iso:

The HMAC-SHA256 "payload-signature" value calculated for this notification with the secret "11234!"
is:

« mOW99fmtFHRAU7V2TuEGEHXgZVqEO37NGTk9JIMi/Ow= »

3.6 CPO services guidelines

3.6.1 Installation of all necessary certificates in the charging point

36.1.1 Create a SECC certificate and retrieve associated SubCAs

The services for creating an SECC certificate and retrieving its associated SubCAs are described in
Section 3.3.2 of this document.

As stated there, it is important to note the CPO must install the SubCAs associated with the SECC
Leaf Certificate in the SECC in order to pass the SECC certificate chain to the EV to allow the EV to
authenticate the SECC.

36.1.2 Retrieve eMSP Root certificates from Gireve RCP

CPOs must retrieve and install eMSP Root CAs (V2G or MO Root) in the trust store of their SECC or
CSMS. These root CAs are the basis for contract certificate validation. Ensuring their presence allows
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the CPO to verify the contract certificate chain presented by the EV before authorizing a charging
session.
The service to retrieve eMSP Root certificates is Get RootCA certificates as described in Section 3.4.2.

Since new eMSP Root CAs may be added to the RCP over time, CPOs must ensure they stay up to
date to maintain compatibility within the ecosystem. To do this, they should subscribe to RCP
notification events to be informed whenever an eMSP Root or V2G Root is added or removed, as
described in Section 3.4.3.

3.6.2 SECC certificate lifecycle management

3621 SECC certificate renewal

Please refer to the Section 3.3.3 of this document.

3.6.2.2 SECC certificate expiration notification

To prevent service disruptions, Gireve proactively monitors SECC certificates (standard lifetime: 90
days). A webhook notification (cpo.secc.certificate.expiring.soon) is automatically triggered 15 days
before the certificate expires. CPOs are strongly advised to subscribe to this event to automate their
certificate renewal process.

To prevent spam and ensure operators receive one alert per expiring certificate, Gireve flags the
certificate internally as soon as the event is successfully emitted to the notification queue. For more
information about notifications, please refer to the Section 3.5 of this document.

3.6.23 SECC certificate revocation.

Please refer to the Section 3.3.4 of this document.

36.24 Consultation of enrolled SECC certificate

CPOs may use the Certificate Consultation Services to review or export the SECC certificates they
have enrolled through the platform. This can help technical teams reconcile issued certificates with
their internal inventories and support audit activities.

In addition, CPOs can associate metadata with certificates, as explained in the certificate creation
Section 3.3.2 and renewal Section 3.3.3, this metadata can be provided when enrolling or renewing a
certificate. It can then be used to filter, search, and export targeted subsets of certificates more
efficiently.

3.6.3 Install the contract certificate in the vehicle.

There are two workflows for installing a contract certificate in a vehicle: Installation via the CPO and
installation via the OEM. Here, we focus on the installation of contract certificates by CPO.

This is the workflow of installing a contract certificate on a vehicle via the EVCC/SECC link as described
in Section 5.3.5 of APPENDIX 2.

In the context of this use-case, the CPO system has to get the valid contract certificate from the CCP,
before sending it to the charging-station. The PNCP service for this feature is Get SCCBs by Certificate-
Installation-Request.

Note: This service can be used as well by OEM when they handle the contract certificate in their vehicles
themselves.
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Note 2: A summary at the end of this section recapitulates the most important information about this
service.
Input and output parameters description:
This service takes in parameters “iso_157118 version” and the “certificate_installation_req”.
The “iso_15118_version” parameter determines which version of the ISO-15118 protocol is installed on
the vehicle. Gireve currently supports ISO 15118-2 and is working on integrating of ISO 15118-20. The
only accepted input for this parameter at the moment is the value corresponding to the 1SO-15118-2
version which is: “urn:iso:15118:2:2013:MsgDef".
The “certificate_installation_req” is the contract certificate installation request issued by the EV in the
ISO-15118-2 format and is EXI and Base64 encoded. It consists of:
¢ A body containing the vehicle’s provisioning certificate and the list of the V2G Root CAs that the
vehicle trusts.
e A header containing a session ID and the body signature generated by the private key of the
provisioning certificate.

The response to a certificate installation request is, as the name implies, a certificate installation
response (“certificate_installation_res” parameter in the service response). It is the official format
described by the ISO-15118-2 standard for carrying the SCCB in the vehicle (it can be interpreted by
the EV). It is also EXI and Base64 encoded.

Filtering and selection of SCCBs:
When receiving a certificate installation request, Gireve performs a series of controls (detailed below)
and then retrieves the valid SCCBs in its CCP which are:

1. Associated with the vehicle PCID extracted from the PC provided in the certificate installation
request.

2. Signed by a non-expired CPS leaf certificate issued from a V2G Root CA trusted by the EV
meaning that V2GRoot was part of the list of Root Certificates passed in the certificate
installation request.

3. Containing a Contract Certificate with a validity period not expired.

If one or more matching SCCBs are found, they are then encoded in a certificate installation response
format, and the same session ID provided in the request is set in the response.

All returned certificate installation responses are paired with an “owner_operator’ that identifies the
eMSP managing the contract certificate using country code and party id (emi3 operator ID). This
information is important because in ISO-15118-2, only one contract certificate can be installed in the EV
at a time. If multiple SCCBs are compatible with the request and returned, the CPO selects one to send
to the vehicle. The CPO may then prefer to install one of those generated by an eMSP with whom he
has a valid roaming contract.

Description of the controls in place:
As mentioned, when receiving a certificate installation request, Gireve performs all the necessary checks

as described in the ISO-15118 standard:
o Conformity of the certificate installation request format.
o Validity of the provisioning certificate provided in the request. This includes Certificate chain
validation, expiration check, revocation check.
e Validity of the signature in the request.

Itis also possible that Gireve does not have any valid SCCBs associated with this PCID and the targeted
V2G root certificates. If no data is available or if a check fails, the service response will contain the
attributes of a standard error response format with a specific “status _code” and a “status_message”
describing the nature of the problem (see Section 2.4.2). In addition, the response will also include a
certificate installation response (that can be forwarded to the EVCC) of minimum size made of arbitrary
XSD-compliant values and a “ResponseCode” set to one of the values defined in the ISO-15118
standard according to the problem:

e FAILED_SignatureError (signature of the request invalid)

e FAILED SequenceError (impossible to decode the EXI request)

e FAILED_ CertChainError (no certificate chain linked to the PC)

o FAILED CettificateExpired (PC expired)
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o FAILED CertificateRevoked (PC revoked)
e FAILED NoCertificate_Available (No SCCBs linked to the PCID and the targeted V2G
RootCAs)

Here is an example of a response in the provisioning certificate in the request has been revoked:

{
"data": [
{
"certificate installation res": "gJgCDEyMzQIlNjc4BFDGRAJgSATAgKOshiATAArSyGYBMACtLIZBA
xXMJMONTY3OD1BQkNERQA"
}
} 4
"status code": 2018,
"status message": "An element in the Provisioning Certificate chain is revoked",
"timestamp": "2023-10-24T13:31:142"

This is the decoded certificate installation response (certificate_installation_res) from the previous error:

standalone

xmlns:

xmlns:

To summarize:

e Gireve currently supports 1SO-15118-2 certificate installation request. The value to set in the
“iso_15118_version” parameter is “urn:iso:15118:2:2013:MsgDef

e In ISO-15118-2, only one contract certificate can be installed in the EV at a time. If multiple
“certificate_installation_res” are returned, the CPO selects one to send to the vehicle. The
‘owner_operator’ parameter can help in this selection by identifying the EMSP that manages the
contract certificate contained in the “certificate_installation_res”. The CPO can then prioritize the
EMSPs with which he has a valid roaming contract.

e Gireve performs all the necessary checks as described in the ISO-15118 standard. If no data is
available or if a check fails, the service response will be standard error response with a specific
“status_code”and a “status_message” describing the nature of the problem. In addition, as required
by the ISO-15118 standard, the response will also include a “certificate installation res” of
minimum size consisting of arbitrary XSD-compliant values and a “ResponseCode” with the correct
value according to the problem.
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3631 Manage roaming authentication workflow with eMAIds.

Gireve supports eMIP and OCPI roaming protocols. Roaming authentication with eMAid uses the sames
workflows and web services than with a classic RFID token authentication.

End users, the eMSP customers, are identified in the eMSP's information system, which assigns them
an authentication media that can be:
o An RFID badge carrying a number (called RFID-UID) for "classic" recharging.
o A digital certificate (the famous contract certificate) to be installed in the vehicle for
"Plug&Charge". This certificate carries an identifier called eMAID (e-Mobility Account Identifier).
In terms of systems, these identifiers are contained in objects called authentication data in eMIP and
tokens in OCPI.

3.6.3.2 Manage roaming authentication workflow with eMAIds in OCPI.

In OCPI, real-time authorization requests are processed via the POST Token « authorize » flow
between the CPO and Gireve Roaming platform.

In all OCPI token services, tokens for Plug&Charge contain the eMAID value in the auth_id field and
must be associated with the OTHER type.

The OCPI protocol description for 2.1.1 version is available here and Gireve OCPI implementation guide
is available here.

36.33 Manage roaming authentication workflow with eMAIds in eMIP.

In eMIP, real-time authorization requests are processed via the eMIP_TolOP_GetServiceAuthorisation
flow between the CPO and Gireve Roaming platform.

In all eMIP authentication data services, authentication data for Plug&Charge contains the eMAID value
in the “userld” field and must be associated with the EMP-SPEC “userldType”.

Gireve eMIP complete implementation guide is available here.

3.7 eMSP services guidelines

3.7.1  Creation of a contract certificate and making it available in CCP for installation in EV.
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(EST protocol)
Generate a contract ‘/ ‘/

certificate key pair

Create a CC and get linked
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Create a contract
certificate bundle

Signing a contract
certificate bundle

Making the SCCB available

in Gireve CCP

Link metadata to

v v v v

v v

v v v
v v

v v v

enrolled certificate

To create a Contract Certificate and make it available for installation in the target EV, the eMSP must
complete or delegate the following actions:
1. Generate a new key pair for the future Contract Certificate in a secure environment.
2. Obtain a Contract Certificate associated to that key pair issued from an eMSP SubCA2.
3. Create a Contract Certificate bundle (CCB). Creating the bundle requires the following
additional tasks to be performed beforehand:

a)

b)
c)

Retrieve the OEMs Root certificates from an RCP to add them in the system trust store
to validate the OEM Provisioning Certificate chains. This needs to be done regularly as
new OEMs Root Certificates might be available over the time.

Fetching the PC linked to the eMSP’s Customer’s PCID from a PCP.

Verifying the validity of the retrieved PC before generating the bundle (certificate chain
valid and linked to a trusted OEM Root. Certificate not expired and not revoked).

4. Sign the Contract Certificate Bundle with the private key of a CPS leaf certificate (it becomes
then a SCCB). This action requires to perform the following additional tasks beforehand:

1.

2.
3.
4.

Retrieve the eMSPs Root certificates from an RCP and add them in the system trust
store to validate the eMSP Contract Certificate chains from the CCBs. This needs to be
done regularly as new eMSP Root Certificates might be available over the time. If the
entity issuing the Contract Certificate (step 2) and signing the bundle (step 4) is the
same actor, this step might be optional.

Generate a new key pair for the future CPS Leaf certificate in a secure environment.
Obtain a Leaf CPS Certificate associated with that key pair issued from a CPS SubCA2.
Verifying the validity of the CC from the CCB before signing it (certificate chain valid
and linked to a trusted eMSP Root. Certificate not expired and not revoked).

5. Make the SCCB available in a CCP so it can be fetched and installed by OEMs or CPOs.
Gireve provides several services from the PNCP protocol that perform one, multiples or all of these

actions.

responders).

Gireve strongly recommends to the EMSP the use of the Create CC, build & sign the CCB and store
in CCP, also known as "Build Sign Store" which covers all the required actions for the EMSP. This
service minimizes the EMSP's implementation requirements and eliminates the need to invest in an
expensive PKI infrastructure (with a Certificate Manager, HSMs, CRL distribution points or OCSP
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3711 Creation of a contract certificate and a contract certificate bundle.

The actions "Generate a new Key Pair" (step 1) and "Create Contract Certificate Bundle"(step 3) must
be performed by the same actor. The creation of the CCB requires the possession of the Contract
Certificate private key and this private key must never circulate unencrypted and outside the specific
installation workflows defined in the ISO-15118 standard.

EMAIDs provided by eMSPs must adhere to the official format defined in 1ISO-15118-2 Annex H.1,
structured as follows:

EMAID = <Country Code> <S> <Provider ID> <S> <eMA Instance> <S> <Check Digit>
e Country Code: Two-character code as per ISO 3166-1
e Provider ID: Three alphanumeric characters, assigned by the eMI3 group
e eMA Instance : Nine alphanumeric characters
e S (Separator) : Optional ("-")

If an eMSP submits an EMAID that does not comply with this format, or if the Country Code and
Provider ID (also known as Party ID) do not match the eMSP's registered details, Gireve will reject
the request.

37111 Option 1: Gireve generates the CC key pair and the CCB.

Gireve exposes the PNCP services Create a CC and build CCB and Create CC, build & sign the CCB
and store in CCP. Both services take care of the creation of a new certificate key pair, the issuance of
a contract certificate and the creation of the Contract Certificate Bundle associated to the CC and
targeted PC. The second service will also sign the bundle and store it in Gireve PCP.

The eMSP must simply here specify the eMAId (E-Mobility Account Identifier) that will be applied to the
Common Name of the issued Contract Certificate and the PCID corresponding to the vehicle (the PCID
of an EV is normally communicated by the OEM to the buyer. It must be specified to the eMSP when
activating the plug and charge on an EV).

The eMSP may also choose to specify a specific “certificate_profile” that determines exactly which
SuBCAZ2 will issue the Contract Certificate, the validity period of that certificate and how the Subject DN
of that certificate will be set (see Section 3.3.1 on certificate profiles). This parameter is optional. If not
set, the default “certificate_profile” configured for this operator during the technical onboarding will be
used.

Note: These two services also allow eMSP to add optional metadata object in the request body when
creating or renewing the CC and associated CCB. This metadata enables the association of simple
business classification data with the created certificate record in Gireve systems. It is not embedded in
the certificate itself. This metadata can then be used to simplify reporting, filtering, and internal
monitoring. For more information, see Section 3.7.3.

37112 Option 2: The eMISP generates the CC key pair and the CCB.

After the creation of a key pair on its own, the eMSP can choose to obtain its Contract Certificate by
using the PNCP enrolment services exposed by Gireve as detailed in Section 3.3.2.

As a reminder, when creating a new key pair for a contract certificate, the eMSP must ensure the key
pair is based on secp256r1 elliptic curve as required by the 1ISO-15118-2 standard. Gireve will verify
this and reject the enrolment request if it is not applied.
Remember that private keys should be protected. eMSP is bound to its MO-Root by an agreement
regarding security and its MO-Root's certificate policy.
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To be able to generate the bundle the eMSP must:
e Be able to fetch the PC linked to the eMSP’s Customer’s PCID from a PCP.
e Retrieve the OEMs Root certificates from an RCP to be able to validate the PC.

As a PCP, Gireve offers a PNCP service to retrieve a PC from a PCID. It is described in Section 3.6.5
As an RCP, Gireve offers a PNCP service to retrieve the OEM Root Certificates. It is described in Section
3.6.6

The eMSP can then create the Contract Certificate Bundle using the public key of the Provisioning
Certificate.

Note: Once the bundle has been generated, the eMSP must remove the unencrypted private key from
its system for security reasons and delete if from any storage.

Note 2: The unencrypted private key must never be logged or traced.
Signing the contract certificate bundle

Gireve also takes on the role of Certificate Provisioning Service and presents PNCP services that signs
the contract certificate bundle in their process.

The signing of the Contract Certificate Bundle by Gireve is included in the Create CC, build & sign the
CCB and store in CCP service process. It also makes available the SCCB into Gireve’s CCP.

Gireve also offers two services that takes a Contract Certificate Bundle as an input and return a Signed
Contract Certificate Bundle in the response : Sign a CCB and return SCCB and Sign a CCB and store
SCCB in CCP. The latter one also makes available the SCCB into Gireve's CCP.

These two services require to specify the whole provisioning certificate used to generate the CCB.

If a EMSP doesn’t use Gireve Certificate enrollment services to generate its Contract Certificates, it
must make its EMSP Root CA available in Gireve's RCP as described in Section 3.6.4.

Gireve recommends using the "Create CC, build & sign the CCB and store in CCP". This is much
more efficient and simpler than combining the "Create a CC and build CCB" service with the two
possible signing services.

3712 Storing the SCCB in Gireve CCP

Adding an SCCB to the Gireve CCB is handled by two services:
e Create CC, build & sign the CCB and store in CCP, which also generates the key pair, the
Contract Certificate, the CCB and the SCCB beforehand.
e Sign a CCB and store SCCB in CCP, which takes as an input a CCB and the linked OEM
provisioning certificate and returns an SCCB after storing it in Gireve CCP.

3.7.2 Contract certificate renewal

If the eMSP delegates to Gireve the creation of the contract certificate key pairs, the issuance of the
contract certificates and the creation of the Contract Certificate Bundles, it uses then either the Create
CC, build & sign the CCB and store in CCP or the Create a CC and build CCB service. To renew a
contract certificate, the eMSP simply calls again one of these services and specifies the eMAId of the
contract certificate it wants to renew.
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If the eMSP used Gireve certificates enrolment services, Enroll a certificate (PNCP) or Enroll a certificate
(EST protocol), to obtain its Contract Certificates (meaning it generates itself the key pair and creates
itself the bundle), it can use the same enrolment services for its certificate renewal as described in
Section 3.3.3.

Note: As explained in Section 3.7.1.1.1 and Section 3.3.3, these PNCP services allow the eMSP to
include an optional metadata object in the request body when renewing a leaf certificate. This metadata
enables the association of simple business classification data with the created certificate record in
Gireve systems. It is not embedded in the certificate itself. This metadata can then be used to simplify
reporting, filtering, and internal monitoring. For more information, see Section 3.7.3.

3.7.3 Consultation of enrolled Contract Certificate

eMSPs may use the Certificate Consultation Services to review or export the Contract Certificates they
have enrolled through the platform. These services are intended for consultation and reporting use
cases and do not replace the dedicated lifecycle operations used to create, renew or revoke certificate

In addition, eMSP can associate metadata with certificates, as explained in the certificate creation
Section 3.7.1.1.1 and renewal Section 3.7.2, this metadata can be provided when enrolling or
renewing a certificate. It can then be used to filter, search, and export targeted subsets of certificates
more efficiently.

3.7.4 Contract certificate expiration notification

Contract Certificates have a standard lifetime of 2 years. To assist eMSPs in anticipating renewals,
Gireve triggers a webhook notification (pki.emsp.contract.certificate.expiring.soon) 50 days prior to the
certificate's expiration date. Operators must subscribe to this event to ensure continuous roaming
authentication for their customers.

To prevent spam and ensure operators receive one alert per expiring certificate, Gireve flags the
certificate internally as soon as the event is successfully emitted to the notification queue. For more
information about notifications, please refer to to the Section 3.5 of this document.

3.7.5 Contract certificate revocation and removal from CCP

It is important to distinguish the contract certificate revocation and the contract certificate deactivation
in the Gireve CCP (acting the revocation of a CC in Gireve CCP). Depending on the case, some of the
PNCP services exposed by Gireve will take only one action or both actions.
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To revoke Contract Certificates and then act their revocation in Gireve CCP

Calling partner Gireve P&C Platform

I
|

I
|
Gireve generated the CC and CCB ) |
] |
! “Revoke a CC" or "Deactivate a EMAID" request ‘!
l
| |
| | Targeted CCs revoked by Gireve CA +
| | SCCBs linked removed from Gireve CCP
| I
|
| |
|q “Revoke a CC” or "Deactivate a EMAID" response |
g
| |
I [
EMSP generated the CC key pair and the certificate bundle ) i
| |
| "Revoke a certificate” Request o/
[ gl
: I Targeted CC revoked by Gireve CA
| |
| |
|‘ "Revoke a certificate” Response |
M~ 1
| |
| |
| |
| |
| |
I |
| |
: "Act revocation of a CC in CCP” or :
i "Deactivate an EMAID" Request nl
I
| |
| | SCCBs linked to targeted CCs are
| | removed from Gireve CCP
' ]
|
: "Act revocation of a CC in CCP" or
L "Deactivate an EMAID" Response
-
|
I
|
|

3751 Option 1: Gireve created the contract certificate and the bundle.

Services Revoke a  Act revocation of Revoke a CC Deactivate an
certificate a CCin CCP. eMAId

Actions

Revocation of a contract x X ‘/ ‘/

certificate

Act the revocation of a contract

certificate (delete SCCB from X X ‘/ ‘/

CCP).

In this case, the eMSP used either the Create CC, build & sign the CCB and store in CCP or the Create
a CC and build CCB service to generate the contract certificate (and the bundle).

To revoke a contract certificate issued this way the eMSP must call either Revoke a CC or Deactivate
an eMAId. The first service will target a specific Contract Certificate identified by the pair serial number
(In decimal value) and Issuer DN, the second service will target all Contract Certificates linked to the
requesting eMSP and associated to the eMAId set in the request parameter. All targeted contract
certificates are first revoked by the Certificate Authority that issued them. Then the eventual SCCBs
containing these now revoked contract certificates are deleted from Gireve’s CCP.
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Note: After a revocation the CA needs to update its CRL and add the new revoked cetrtificate. This
update is done periodically every few hours (up to a day). Therefore, if you revoke a certificate and
immediately check the revocation status with an OCSP call or by downloading the CRL, the certificate
will still be displayed as valid until the CRL is updated.

Note 2: Services Revoke a cetrtificate and Act revocation of a CC in CCP are to be specifically applied
on Contract Certificates issued by the generic enrolment services (see section below). If called in this
case the request will be rejected.

3.75.2 Option 2: the eMSP generated the CC key pair and the certificate bundle.

Services Revoke a  Actrevocation of Revoke a CC Deactivate an
certificate a CCin CCP. eMAId
Actions
Revocation of a confract
certificate ‘/ X

Act the revocation of a contract
certificate (delete SCCB from v X v
CCP).

We assume here that the eMSP used Gireve certificates enrolment services, Enroll a certificate (PNCP)
or Enroll a certificate (EST protocol), to obtain its Contract Certificates. If the eMSP didn’t enrolled its
CC with Gireve’s PKI services, Gireve then cannot revoke the CC as the revocation can only be
performed by the Certificate Authority that issued the certificate.

In this case, the service to use to revoke a Contract Certificate is Revoke a certificate as described in
Section 3.3.4. This _service will only perform the revocation action. The eventual SCCB in
Gireve’s CCP containing the revoked certificate will remain in the CCP.

After revoking a contract certificate, to act this revocation, meaning to remove all the SCCB from Gireve
CCP that are linked to a revoked certificate, the eMSP must call either Act revocation of a CC in CCP
or_Deactivate an eMAId. The first service will target a specific Contract Certificate identified by the pair
serial number (in decimal value) and Issuer DN, the second service will target all Contract Certificates
linked to the requesting eMSP and associated to the eMAId set in the request parameter.

Note: The Deactivate an eMAId service will not also handle the revocation of the targeted CCs as
described in the previous workflow where Gireve generated the CC and the bundle itself. It is essential
to call the Revoke a certificate service on that certificate beforehand.

Note 2: Services Revoke a CC is to be specifically applied in the previous workflow where Gireve
generated the CC and the bundle itself. If called in this case the request will be rejected.

3.7.6  Making the eMSP Root certificate available in an RCP.

If an eMSP manages its own Root Certificate, it must make it available in Gireve’'s RCP. This is
necessary because the CPS and CPO need this root certificate to validate the eMSP’s Contract
Certificates. Without this information, these actors will reject the eMSP's Contract Certificates. This
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includes Gireve that acts as a CPS when the eMSP call the PCNP signing services as described in
Section 3.6.1.2.

For all these reasons, all eMSP connected to Gireve's Trust platform are required to make their root
certificates available in Gireve’s RCP.

The process for making available a Root Certificate in Gireve’s RCP us described Section 3.4.1

3.7.7 Retrieve an OEM PC from a PCID

If the eMSP generates the contract certificate bundle itself and does not delegate the task to Gireve,
then the eMSP will need to retrieve the PC that is associated to its customer PCID in a PCP and to verify
the validity of that PC before using it to generate the bundle.

As a PCP, Gireve presents the PNCP service Get PC by PCID that will take as param input a PCID
and return the full provisioning certificate linked to that PCID including its certificate chain.

Note: Gireve’s PCP only return actives provisioning cetrtificate. Meaning they are not expired or
revoked.

Note 2: If multiple actives PCs share the same PCID (in case of a PC renew during the transition period),
Gireve PCP will send back the most recent version of the PC.

3.7.8 Check an OEM PC from a PCID

If an eMSP delegates the creation of the contract certificate and bundle to Gireve, they may first want
to verify whether the PCID provided by their customer is valid and associated with a PC in Gireve’s PCP.

To facilitate this, Gireve, as a PCP, offers the PNCP service Check a PCID in PCP, a streamlined and
faster alternative to Get PC by PCID. This service takes a PCID as input and returns confirmation if the
PCID is valid and linked to a PC in Gireve’s PCP; otherwise, it provides an error response.

3.7.9 Retrieve OEM Root Certificate in Gireve RCP

If the eMSP generates the contract certificate bundle itself and does not delegate the task to
Gireve, then the eMSP will need to retrieve the PC that is associated to its customer PCID in a PCP
and verify the validity of that PC before using it to generate the bundle.

To verify the validity of the PC, the eMSP must retrieve the OEM Root Certificate from Gireve RCP like
Gireve’s one.

The service to fetch Root Certificates from Gireve RCP is described in Section 3.4.2.

To be notified if a OEM Root Certificate is made available or removed from Gireve RCP, the eMSP
should subscribe to the RCP notifications as described in Section 3.4.3.
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3.7.10 Be notified if SCCB is removed or retrieved from Gireve CCP

As explained in Section 3.5, the eMSP can receive webhook notifications about the following events
related to their SCCBs:

emsp.provisionning.certificate.removed

emsp.provisionning.certificate.revoked

emsp.provisionning.certificate.updated

emsp.contract.certificate.delivered

The first three events indicate that the SCCB has been removed from the Gireve CCP due to the OEM
deleting, revoking, or updating the Provisioning Certificate associated with the Contract Certificate.

In such cases, if the Contract Certificate has not yet been installed in the vehicle, the eMSP must
regenerate the data using the new Provisioning Certificate.

The last event notifies the eMSP that one of their SCCBs has been retrieved by an OEM or a CPO for

Contract Certificate installation in the EV. However, retrieval does not guarantee that the installation
was successfully completed afterward.

3.7.11 Manage roaming authentication workflow with eMAlIds.

Gireve supports eMIP and OCPI roaming protocols. Roaming authentication with eMAid uses the sames
workflows and web services than with a classic RFID token authentication.

End user, the eMSP customers, are identified in the eMSP's information system, which assigns them
an authentication media that can be:
e An RFID badge carrying a number (called RFID-UID) for "classic" recharging.
e A digital certificate (the famous contract certificate) to be installed in the vehicle for
"Plug&Charge". This certificate carries an identifier called eMAID (E-Mobility Account Identifier).

In terms of systems, these identifiers are contained in objects called "authentication data" in eMIP and
"tokens" in OCPI.

37111 Manage roaming authentication workflow with eMAIds in OCPI.

In OCPI, real-time authorization requests are processed via the POST Token « authorize » flow
between Gireve Roaming platform and the eMSP.

In all OCPI token services, tokens for Plug&Charge contain the eMAID value in the auth_id field and
must be associated with the OTHER type.

The OCPI protocol description for 2.1.1 version is available here and Gireve OCPI implementation guide
is available here.

3.7.11.2  Manage roaming authentication workflow with eMAIds in eMIP.

In eMIP, real-time authorization requests are processed by eMIP_FromlOP_GetServiceAuthorisation
between the Gireve Roaming platform and the eMSP.

In all eMIP authentication data services, authentication data for Plug&Charge contain the eMAID value
in the “userld” field and must be associated with the EMP-SPEC “userldType”.

Gireve eMIP complete implementation guide is available here.
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3.8 OEM services guidelines

3.8.1 Installation of all necessary certificates in the EV

38.1.1 Obtain a PC certificate and its linked SubCAs

The services for creating a Provisioning Certificate and retrieving its associated SubCAs are described
in Section 3.3.2 of this document.

As stated there, it is important to note that the OEM must include the associated SubCAs along with
the Provisioning Certificate when making it available in a PCP to allow the PCP to validate the PC
before integrating it and later the eMSP to validate the PC again before using it in a Contract
Certificate Bundle

38.1.2 Retrieve the list of V2G Root certificates from Gireve RCP

The OEM needs to retrieve and install in their EV’s trust store the V2G Root CAs. This is necessary
so the vehicle can validate:

- the SECC certificate chain when the EV is connected to the charging point.

- the CPS certificate chain in the SCCB before installing a contract certificate.
As some V2G Root CAs might be added with time in the RCP, the OEM may call the RCP from regularly
to update the trust store of their EV and ensure their full compatibility with the actors of the Plug&Charge
ecosystem.
The service to retrieve V2G Root certificates is Get RootCA certificates as described in Section 3.4.2.

To be notified if a V2G Root Certificate is made available or removed from Gireve RCP, the OEM
should subscribe to the RCP notifications as described in Section 3.4.3.

38.13 Install a contract certificate in the EV.

There are two workflows for installing a contract in a vehicle: Installation via the CPO and installation
via the OEM. Here, we focus on the installation of contract certificates by OEMs.

Gireve presents two PNCP services enabling OEMs to retrieve the Signed Contracts Certificates
Bundles (SCCB) which can be transmitted to the vehicle for Contract Certificate installation:

e Get SCCBs by Certificate-Installation-Request
e Get SCCBs linked to PCID
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Services Get SCCBs linked to PCID Get SCCBs by Certificate-
Features Installation-Request
PCID as input ‘/
EXI certificationInstallationRequest as input \/

SCCBs returned in 1ISO-15118-2 certificatelnstallationResponse

EXI format \/ \/

SCCBs returned in JSON format

SCCBs returned are linked with owner operator (EMSP) that
created the Contract Certificate \/

Returned SCCBs filtered on V2GRootCA list trusted by the EV ‘/

38131 Option 1: Using the Get SCCBs by Certificate-Installation-Request service.

Get SCCBs by Certificate-Installation-Request is a service also used by CPOs to install a contract
certificate in an EV. It retrieves the SCCBs associated to a CertificatelnstallationRequest emitted by
the EV. The SCCBs are returned in an 1ISO-15118 CertificatelnstallationResponse format, in EXI and
Base64 encoded. A detailed explanation of this service can be found in Section 3.5.3.

38132 Option 2: Using the Get SCCBs linked to PCID service.

Get SCCBs linked to PCID is an OEM-only service. It retrieves the SCCBs associated with a PCID.
The format of the SCCBs returned in the response can be selected and can be in JSON, in EXI or
both.

An OEM can only pull the SCCBs linked to its own Provisioning Certificates from Gireve's CCP.

Selection of the Format: The selection of the return format of the SCCB format is done with the
request query parameter “sccb_format’ that can take the following values:

e ‘“sccb_format=JSON’. This is the default value, meaning if the header is not present in the
request, this format will be considered. With this configuration the SCCBs are returned in
JSON in the response object “signed_contract_certificate_bundle”.

e “sccb_format=EXI”. With this configuration the SCCBs are returned in the response string
“certificate_installation_res” in EXI format and Base64 encoded.

e ‘“sccb_format=ALL, with this configuration, each SCCBs will be returned in EXI in the
response String “certificate_installation_res” and in JSON in the response object
“signed_contract_certificate_bundle”.

Selection of a specific PC: The PCID set as input parameter, targets most of the time one PC.
However, particularly in the case of a PC renewal, a PCID may target more than one active PC. For
this reason, optional parameters “serial_number” (decimal format) and “issuer_dn” can also be set to
ensure that only the SCCBs associated with a particular PC are pulled.
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Selection of a SCCB: All returned SCCBs are paired with an “owner_operator’ that identifies the eMSP
managing the contract certificate using country code and party id (emi3 operator ID) pair.

3.8.2 PCcertificate lifecyle management

3821 Renew a PC certificate.

The same Enrolment services used to generate a PC can be used for a PC renewal (see Section 3.3.3).

Itis important to note that the renewal of a PC will not replace the old PC in Gireve’s PCP. The update
of a PC in Gireve PCP is performed by another service as described in Section 3.7.3.2.

3.8.2.2 PC certificate expiration notification

Provisioning Certificates have a long lifetime (typically 5 years). To help OEMs manage this lifecycle
without service interruption, Gireve issues an early warning webhook notification
(pki.oem.provisionning.certificate.expiring.soon) 180 days before expiration. Upon receiving this event,
OEMs should schedule the generation and provisioning of a new PC.

To prevent spam and ensure operators receive one alert per expiring certificate, Gireve flags the
certificate internally as soon as the event is successfully emitted to the notification queue. For more
information about notifications, please refer to to the Section 3.5 of this document.

38.23 PC certificate revocation.

Please refer to the Section 3.3.4 of this document.

It is also important to note that a PC revocation will not automatically remove that PC from Gireve
PCP nor deactivate the SCCB linked to this PC’s PCID. To do that another action needs to be perform
by the OEM. The action of acting the revocation of the PC. This is detailed in Section 3.7.3.3.

3824 Consultation of enrolled Contract Certificate

OEMs may use the Certificate Consultation Services to review or export the Provisioning Certificates
they have enrolled through the platform. These services provide a self-service view of enrolled
certificate data and can support operational follow-up or audit preparation.

3825 Classification of SECC data with Metadata

OEMs may use metadata to classify the PC certificates they enroll through the platform according to
their own operational criteria. This metadata can then be reused in Certificate Consultation Services to
find or export a targeted subset of certificates more easily.
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3.8.3  Provision and administration of PCs in Gireve pools

3831 Making a provisioning certificate available in Gireve PCP

The service to make a provisioning certificate available in Gireve’s PCP is Add a PC in PCP

The OEM must include in the request:
e The OEM leaf Provisioning Certificate,
The SubCAs (intermediates certificates),
The ISO-15118 version
The list of V2G Root certificates that are trusted by the EV.
The parameter “old_pcid” has to specified only for updating a PC already included in Gireve
PCP. The explanations on that process are detailed in the next section. We consider here that
this parameter is not set by the requester.

The provisioning certificates and the SubCA must be passed in Base64 PEM format without headers or
line breaks. The SubCAs needs to be ordered in the list from lowest certificate authority to highest
certificate authority.

Gireve currently supports ISO 15118-2 certificate. The value to setin the “iso_15118_version” parameter
is “urn:iso:15118:2:2013:MsgDef”

The parameter “v2g_root ca_key_identifier_list” contain the list of V2G Root Certificates trusted by the
EV. The V2G Root CA are identified by their “serial_id” (in decimal format) and “issuer_dn” (equals to
the subject since Root CA are auto issued).

When Gireve receives an Add a PC in PCP request from the OEM, it will first validates of the provisioning
certificate. This means verifying that the certificate chain is associated to a Trusted OEM Root CA and
that the chain is valid (including expiration and revocation controls). Therefore, if the OEM has not
communicated its OEM Root CA to Gireve in advance, all PCs from this OEM will be rejected. To do so
please see Section 3.7.4.

As specified in Section 10 of the VDE-AR-E 2802-100-1:2019-12 document, the PCID (common
name of the PC) must begin with the OEM’s World Manufacturer Identifier (WMI) code.

When Gireve receives a PC from an OEM, it will verify that the WMI in the PCID exists and is correctly
associated with the OEM submitting the PC. If this verification fails, the PC will be rejected

Additionally, if the request concerns the addition of a new PC (old_pcid is not provided) and the PCID
of the new PC already matches an existing PC in Gireve's PCP, the request will also be rejected.

3.83.2 Updating a provisioning certificate in Gireve PCP

Updating a PC in the Gireve PCP is also done with the Add a PC in PCP service. The difference with
the insert is that we use here of the “old_pcid” property in the request body.

In this case, we also apply all the checks on the validity of the PC (verification of the chain, expiration
and revocation).

Gireve supports the following cases:

e Updating a PC with a new version with the same PCID (old_pcid and new pcid are equal and
correspond to a PC in Gireve's PCP).
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e Update of a PC in the PCP by a new version with a different PCID (old_pcid corresponding to
a PC in Gireve's PCP and new PCID not referenced in Gireve's PCP).

Gireve rejects the following cases:

e Updating a PC in Gireve's PCP with a new version with a different PCID that also corresponds
to an existing PC (different old_pcid and new PCID. New PCID already referenced in Gireve's
PCP).

3833 Act the revocation of a provisioning certificate in Gireve PCP

After revoking an OEM Provisioning Certificate, the OEM must remove that PC from Gireve PCP and
deactivate the SCCB linked to this PC’s PCID in Gireve CCP. The process is called “Acting the
revocation of a Provisioning Certificate”. In order to do so, the OEM must call the service Act
revocation of a PC in PCP.

This service will target the Provisioning Certificate by identifying it with the serial number (in decimal
value) and Issuer DN set in the request.

Note: Gireve does not check the revocation status of the Provisioning Certificate before performing the
actions in the Act revocation of a PC in PCP service. If the OEM has not revoked the Provisioning
Certificate before and calls, the PC will be removed from Gireve PCP and the linked SCCBs will be
deactivated from Gireve CCP anyway.

3834 Removing a provisioning certificate in Gireve PCP

The Delete a PC in PCP service will, as its name suggests, enable an OEM to remove a Provisioning
Certificate from the Gireve PCP.

An OEM can only delete its own Provisioning Certificates from Gireve's PCP.

Furthermore, the deletion of a Provisioning Certificate in Gireve’s PCP with Delete a PC in PCP will
deactivate the eventual SCCBs associated to that Provisioning Certificate in Gireve’'s CCP.

The PCID set as input parameter, targets what PC to remove from the Gireve PCP. Most of the time, a
PCID targets exactly one PC. However, particularly in the case of a PC renewal, a PCID may target
more than one active PC. For this reason, optional parameters “serial_number” (decimal format) and
‘issuer_dn” can also be set to ensure to target exactly the right PC.

Note: If only is the PCID is set as an input parameter by the operator and that PCID matches with
multiples valid PC associated to that operator, all the targeted PC will be deleted from Gireve PCP.

3.84 Make an OEM Root available in Gireve RCP.

If an OEM manages its own OEM Root Certificate, it must make it available on a Gireve’s RCP. This is
necessary because the PCP and eMSP need this root certificate to validate the OEM's PCs. Without
this information, these actors will reject the OEM's PC. This includes Gireve as a PCP and an eMSP
delegate.

For all these reasons, all OEMs connected to Gireve's Trust platform are required to make their root
certificates available in Gireve’s RCP.
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The process for making available a Root Certificate in Gireve’s RCP us described Section 3.4.1.

3.8.,5 Be notified if SCCB linked to OEM’s PC is added or removed from Gireve CCP.

As detailed in Section 3.5, the OEMs can receive webhook notifications about the following events
related to their EVs:

e oem.contract.certificate.available

e oem.contract.certificate.revoked

The first event indicates that an SCCB associated with a Provisioning Certificate for the OEM's EVs has
been added to Gireve CCP and is ready for installation.

The second event notifies the OEM that the Contract Certificate linked to a Provisioning Certificate has
been revoked. If this certificate has already been installed in an EV, the OEM must remove it.
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4 APPENDIX 1: About PKI and digital certificates.

4.1.1 Whatis a digital certificate?

A digital certificate is a digital document used to verify the
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41.2 How dowe make them?

To obtain a digital certificate, an entity must first create a pair of keys. The entity must then create with
its key pair a Certificate Signing Request (CSR) containing their public key and DN and submits it to a
trusted Certificate Authority (CA) to have the certificate issued.
The Registration Authority (RA) of that CA validates the subject's identity, the CA verifies then the
information in the CSR (validity of the signature, algorithm used, etc...), and issues a signed digital
certificate.
When it issues the signed digital certificate, the CA adds several pieces of information to the certificate
in addition to the information provided in the Certificate Signing Request (CSR). This includes:
e Issuer Name: The CA's name is added to the certificate as the issuer.
e Serial Number: The certificate is given a unique serial number to identify it.
o Validity Period: The CA sets the validity period for the certificate, which specifies the period for
which the certificate will be considered valid.
o Digital Signature: The CA digitally signs the certificate to ensure its authenticity and integrity.
o Extensions: The CA may add extensions to the certificate that provide additional information or
functionality, such as indicating the intended usage of the certificate or providing a link to the
CA's certificate revocation list (CRL).
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e Subject DN: While the DN in the CSR is typically used as the DN in the issued certificate, the
CA may add or modify some information in the DN for consistency with their own naming

conventions.

4.1.3 The concept of certificate chain

A digital certificate chain is a hierarchical structure used in Public Key Infrastructure (PKI) to establish
the authenticity and trustworthiness of digital identities. At its core is the Root Certificate Authority (Root
CA), a trusted entity that issues certificates. These certificates include leaf certificates (end-entity
certificates) which belong to specific users, devices, or services.

PKIl involves a network of CAs that issue and verify these certificates. The Root CA, being the highest
authority, signs its own certificate, forming the foundation of trust. Intermediate CAs, in turn, sign
certificates of lower-level CAs or end entities. This chain of trust connects the Root CA to the leaf

certificates.
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4.1.4 Explanation about certificate chain validation

To validate a leaf certificate, we need to validate the whole certificate chain, which means verifying that
all intermediate certificates between the leaf certificate and the trusted root certificate are valid and

trustworthy.

This is necessary because a leaf certificate is only as trustworthy as the chain of certificates leading
back to the trusted root certificate. Each intermediate certificate in the chain is responsible for verifying

the authenticity of the certificate below it in the chain.

The process of validating the certificate chain involves checking the signature of each certificate,
verifying the certificate's expiration date, and ensuring that the certificate was issued by a trusted
authority. If any certificate in the chain fails to pass these checks, the entire chain is considered invalid,
and the leaf certificate is not trusted.

Root CA
Certificate

USA CA
Certificate

Engineering
CA Certificate

Certificate
Issued by
Engineering CA

Program
Verifying the
Certificate

h

Check validity period and verify that this
is signed by Root CA. Since Root CA is
trusted, verification stops here.

Check validity period and verify that this
is signed by USA CA. Since USACA s
not trusted, check the next certificate.

Check validity period and verify that this is
signed by Engineering CA. Since Engineering
CA is not trusted, check the next certificate.

D Trusted Authority
] Untrusted Authority

Example with a verified Certificate Chain

verified.

Root CA
Certificate

T

USA CA
Certificate

Engineering
CA Certificate

Certilicate
Issued by
Engineering CA

Program
verifying the
certificate

Check validity period and verify that this
is signed by Root CA. Since Root CAis
not trusted, certificate chain cannot be
verified and client authentication fails.

Check validity period and verify that this
is signed by USA CA. Since USACAis
not trusted, check the next certificate.

Check validity period and verify that this is
signed by Engineering CA. Since Engineering
CA is not trusted, check the next certificate.

D Untrusted Authority

from https://docs.oracle.com/cd/E19424-01/820-4811/gdzealindex.html

Example with a certificate chain that cannot be

Validation of the certificate chain is done with a trusted root certificate previously installed in the
system because it is the ultimate authority in the chain. The trusted root certificate is the foundation
of the chain, and all other certificates in the chain ultimately derive their trustworthiness from it. If
the root certificate is not trusted, then the entire chain is not trusted, and the leaf certificate is
considered invalid.

All trusted root certificates must be communicated in a secure way by a trustworthy party and must
be installed in a secure way in the system (in a Truststore or another secure location).
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415 About certificate revocation

Certificate revocation is the process of invalidating a previously issued digital certificate before its
expiration date. This is necessary when a certificate's private key is compromised, the certificate holder's
status changes, or other security concerns arise. Revocation prevents unauthorized parties from using
compromised or outdated certificates to impersonate legitimate entities.

Certificate Revocation Lists (CRLs) are time-stamped lists published by Certificate Authorities (CAs)
that contain information about revoked certificates. These lists help systems and applications verify
whether a certificate is still valid or has been revoked.

An Online Certificate Status Protocol (OCSP) responder is an alternative to CRLs. It provides real-
time certificate status information by enabling clients to query a CA or OCSP responder server about
the current validity of a certificate. This reduces the need to download and parse lengthy CRLs, offering
more timely and efficient certificate validation.

During certificate chain validation, the CRL or OCSP responder information of each CA in the chain is
specified in the certificates' extensions. The validation process involves checking if any certificate in the
chain has been revoked by consulting the CRL or OCSP responder. If a certificate is found to be
revoked, it will be rejected, enhancing the overall security of the PKI system, and ensuring the
trustworthiness of digital identities.

41.6 About certificate renewal

Digital certificate renewal involves extending the validity period of an existing certificate. This process is
important to maintain secure communication and identity verification without the need to create an
entirely new certificate from scratch. Renewal can occur in two main ways: by reusing the same key pair
or by generating a new key pair (rekey).

Renewal with Same Key Pair: In this approach, the existing key pair (public and private key) is retained,
and a new certificate is issued with an extended validity period. The certificate authority (CA) verifies
the identity of the certificate holder and updates the certificate's data, such as expiration date. This
process is relatively straightforward and maintains the continuity of the cryptographic keys, eliminating
the need to distribute new public keys.

Rekeying (Generating a New Key Pair): Rekeying involves creating a new key pair (public and private
key) for the certificate holder. This is often recommended for security reasons, as it helps mitigate the
risks associated with long-term key exposure. Rekeying provides a fresh set of cryptographic keys,
which can enhance security against potential key compromise or advances in cryptographic attacks.
The CAissues a new certificate with the updated information, and the old certificate is revoked to prevent
its use.

Both approaches have their advantages and trade-offs. Renewal with the same key pair is convenient
and avoids the complexities of key distribution. Rekeying, on the other hand, enhances security by
periodically changing the keys but requires careful key management and distribution to ensure a smooth
transition without disrupting services.

Ultimately, the decision between renewal with the same key pair or rekeying depends on the balance

between security requirements, operational considerations, and the specific policies of the organization
managing the certificates.
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5 APPENDIX 2:1S0-15118-2 and Plug & Charge environment.

5.1 Global overview

“ISO-15118 Road vehicles -- Vehicle to grid communication interface” is an international standard
defining a vehicle to grid (V2G) communication interface for bi-directional charging/discharging of
electric vehicles. The standard provides a Plug & Charge feature used by some electric vehicle
networks.” ?

The standard describes a secure connection between electric vehicles and charging stations. This
"V2G-Datalink™ has been designed to provide the messages and data exchanges needed to implement
several use cases, including "Charging Process", "Authentication and authorization", and "Smart-
charging and V2G".

i 1SO 15118 scope

Authentication and
Authorisation SmartCharge and V2G
(RFID-Badge, Plug&Charge)

Charging Process
(Cable and Wireless)

UsesCases level

Messages level

V2G Datalink
Communication level Secured Data Link between EV and ChargingStation

e ————————————————————

Figure 1 ISO-15118 - V2G Datalink and Use-cases

This document is focused on the establishment of the “V2G-Datalink” and the “Plug&Charge
authentication and authorization” use-cases.

There are two versions of ISO-15118: the “-2” released in 2014 and the “-20” released in “2022”. This
document is based on “-2” version but the main differences of “-20” are described and highlighted.

5.1.1 1SO-15118 and the data link between electric vehicle and charging station.

The “V2G-Datalink” uses “TLS” 2 protocol to establish a secure IT communication. This connection is
secured by an authentication of the parties involved authentication, based on X509 certificates:

e The vehicle authenticates the charging-station: The charging-station presents its certificate, and
the vehicle verifies it to ensure it can trust the charging station. This certificate is named
“Charging Station Certificate”, or “Charging Point Certificate” or “SECC Certificate”.

¢ InIS0O-15118-20 only, the authentication is mutual, and the charging station also authenticates
the vehicle: The vehicle presents its certificate, and the charging-station verifies it and checks
whether it can trust the vehicle. Please note that, for this feature, the vehicle presents a specific
x509 certificate which is not the “Provisioning Certificate” but a dedicated one. In this
document, we will refer to this certificate as the “Vehicle certificate”.

If this TLS connection fails, for reasons related to the certificate or for any other reason, no 1ISO-15118
functions can be activated, and use cases will stop. The Plug & Charge system will not work.

2 Wikipedia: https.//en.wikipedia.org/wiki/ISO_15118

3 TLS stands for “Transport Layer Security” which “is a cryptographic protocol designed to provide
communications security over a computer network”. In Wikipedia:
https://fen.wikipedia.org/wiki/Transport_Layer Security
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5.1.2  Plug & Charge feature.

The Plug & Charge system is a solution in which EV-Users authentication is automated and initiated by
the vehicle (and therefore does no longer rely on a RFID badge, or smartphone app etc.). From the user
point of view, it simplifies the process: “I plug, it charges!”.

Plug & Charge is based on two principles.

e The user subscribes to an eMobility Service Provider (eMSP) which will pay the charging
session to the Charging Point Operator (CPO). Authenticating the user ultimately means
authenticating the relation between the user and his eMSP. This relation is identified by an
identifier called the “eMobility Account Identifier” (eMAId).

e The vehicle has a X509 certificate that authenticates the relation between the user and its
eMSP. This certificate is called the “Contract Certificate”.

When the vehicle is plugged to the charging station (and after the “V2G-Datalink” has been established),
it presents this “Contract Certificate” to the Charging Station, and its CPO will:
o Authenticate the eMSP-user contract, by verifying the “Contract Certificate” and ensuring that
it is trustworthy,
e Perform the authorization process, based on the eMAId contained in the certificate.

Please note that there are two different steps, the authentication is a process based on cryptography
and PKI, and authorization is an e-mobility process.

The charging session will only start if both authentication and authorization are successful.

5.1.3 1SO-15118 and Plug & Charge ecosystem.

In previous chapters, we saw that ISO-15118 and Plug & Charge require 3 certificates:
e Charging Station Certificate
¢ Vehicle Certificate (only for ISO-15118-20)
e Contract Certificate

The generation and installation of the Charging Station Certificate and Vehicle Certificate are
conventional: the target generates its key pair, a PKI issues the certificate, and the certificate is stored
in the target during the installation process.

The generation of the Contract Certificate is more complex as the initiative and generation of the key
pair are not managed by the target (which is the vehicle), but by the user and his eMSP. To perform this
generation and the necessary transfer to the vehicle (in which the certificate must ultimately be installed),
authenticated data related to the vehicle is required. These are stored in the vehicle “Provisioning
Certificate”.

The principal steps in this process are as follows:

e The OEM generates the “Provisioning Certificate” of each vehicle.

e A transmission mechanism, named “Provisioning Certificate Pool” makes the “Provisioning
Certificate” available for the eMSP.

o The eMSP generates the “Contract Certificate” and packages it in a “Signed Contract Certificate
Bundle”.

e A transmission mechanism, named “Contract Certificate Pool” makes the “Contract Certificate”
available to the CPO or OEM for its installation in the vehicle using:

o the “CPO — Charging Station — Vehicle” path.

Or
o the “OEM-back-end — Vehicle” path.
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Figure 2 ISO-15118 and Plug & Charge ecosystem

All these actors, transmission means, and processes form the “ISO-15118 and Plug & Charge
ecosystem”.

5.1.4 1SO-15118 Certificates — Summary

The following table summarizes the main characteristics of the certificates, involved in ISO-15118 and
Plug&Charge.

1S0-15118 Installation Generation External Availability

Key-pair generation

: Additional data needed?  Certificate Generation Circulation
(in target ?)

Feature Installation Target Circulation to Target

Authenticates the c.station f
SECC Certificate| o | o :at:]f'n:fa es the c.sta '?T"LS‘;r Charging-Station | Charger-Maker or CPO->Ch.Station->SECC  |In target=SECC No Charger-Maker or CPO |No
i

Vehicle Certificate| - | o | Authenticatesthevehicefor |, OEM->Vehicle In target=Vehicle No 0EM No
datalink establishment (TLS)

Authenticates the vehicle for

Provisioning Certificate| e 0 N .~ |vehicle OEM->Vehicle In target=Vehicle No OEM To eMSP/MO via Pool (PCP)
contract certifcate provisioning
. Authenticates the eMSP-User . eMSP/MO->0EM->Vehicle . L e N
Contract certificate| e . contract Vehicle eMSP/MO->CPO->Ch.station->Vehicle NOT in targ MO |Veh Pr g Certificate |eMSP/MO To CPO & OEM via Pool (CCP)

Table 1 1SO-15118 Certificates — Summary

5.2 Roles and actors

V2G-Root CA “A”
CPS-side PKI

V2G-Root CA “B”
CPO-side PKI

OEM-side PKI

(©

Tx @ {;;

V2G-RCA“A” V2G-RCA“B” V2G-RCA“C”
Certif. Certif. Certif.

)
fﬁ‘““&&z‘sz‘z?ﬁa.ﬁﬁ""
Figure 3 - Plug&Charge ecosystem - Roles and actors

The main actor roles involved are:
o The vehicle:
o Contains the Provisioning Certificate, the Vehicle certificate (ISO-15118-20) and the
Contract Certificate
o Receive a “Signed Contract Certificate Bundle” and register the Contract Certificate it
contains.
o Authenticate the SECC Certificate attached to a list of recognized V2G Root Certificate
Authority(es)
e The EV-User
o Uses/ has a vehicle compatible with Plug&Charge
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o Subscribes to an eMSP.
o The Plug&Charge feature in included in his eMSP subscription for his vehicle(s)
e The OEM/Car-Maker
o Produces ISO-15118-ready vehicles.
o Installs the Provisioning certificate and the Vehicle Certificates (ISO-15118-20) in the
vehicle.
o Makes the Provisioning Certificates available in a “Provisioning Certificate Pool”.
o Option: Retrieve the eMSP contract certificate (packed in a SCCB) from a CCP and
transmit it to the vehicle for installation.
e The OEM-Side PKI
o Generates the vehicle Provisioning Certificates
o Manages the PCs lifecycle (revocation and renewal)
o The Root-CA linked to the PC is not necessarily a V2GRoot-CA.
e The eMSP
o Creates the contract certificate bundle (CCB) containing the CC and other necessary
information for its future installation in the vehicle.
Packages the “Contract Certificate” in a “Signed Contract Certificate Bundle”
Have their bundles signed by a CPS.
Make the SCCBs available in a CCP for their future installation in the vehicle.
o Authorizes the charge.
e The eMSP-Side PKI
o Generates the Contract Certificates
o Manages the CCs lifecycle (revocation and renewal)
o The Root-CA linked to the CC is not necessarily a V2GRoot-CA.

O O O

e The CPO
o Installs a certificate SECC (issued from a V2G PKI) in each of its charging stations, so
that the vehicle can securely identify them.
o Retrieves the eMSP contract certificate (packed in a SCCB) from a CCP and transmits
it to the vehicle for installation.

e The CPO-side PKI and its V2G-RootCA anchor

o Generates the SECC Certificates

o Manages the SECC lifecycle (revocation and renewal)

o The Root-CA linked to the SECC must be a V2GRoot-CA.

o The Provisioning Certificates Pool (PCP)

o Stores and makes available the PC of the OEM manufacturers.

o Must be able to retrieve a PC from another PCP if they don’t have it in their own pool
(in a context of pool interoperability).

e The Contract Certificates Pool (CCP)

o Stores and makes available the valid SCCBs (not linked to an expired of revoke CC or
PC).

o CPOs and OEMs can come and get them. It is the Responsibility of the CCP to make
the necessary security checks (check the request, checks validity on the PC in the
request, etc..) when it receives the certificate installation requests.

o Must be able to retrieve a SCCB from another CCP if they don’t have it in their own pool
(in a context of pool interoperability).

o The CPS and its V2G-RootCA anchor
o Must have some CPS leaf certificates (issued from V2G PKIls) to be able to sign the

SCCB.

o Before signing the contract certificate bundle, it must verify the validity of the CC
provided.

o Sign the CCB (it becomes the SCCB) with the private key linked to a selected CPS leaf
certificate.
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5.3 Main Use-cases
The main use cases are as follows:

1. The OEM/Car-maker produces an ISO-15118-ready vehicle
2. The EV-User subscribes to an eMSP.
3. The EV-User activates the Plug&Charge feature in its eMSP subscription, for its vehicle.
4. [option]The OEM/Car-maker installs the Contract certificate in the vehicle
5. The EV-User plugs its ISO-15118-ready vehicle on an ISO-15118-ready charging point.
6. The CPO prepares an ISO-15118-ready Charging Station
The OEM/Car-maker
produces an ISO15118-
ready vehicle
The EV-User activates the The EV-User plugs its
Plug&Charge feature in its 1S015118-ready vehicle on
eMSP subscription for its 40‘\0\ an IS015118-ready
vehicle o™ The OEM/Car-maker installs | charging point
» the Contract certificate in —
The EV-User subscribes the vehicle i
to an eMSP
The CPO prepares an
IS0-15118-ready
Charging Station
Figure 4 - Main use-cases
53.1 The OEM/Car-maker produces an ISO-15118-ready vehicle

An 1SO-15118 Plug & Charge ready vehicle must have some specific hardware and software
components. These requirements and actions are entirely internal to the car maker.
The specific actions involving the fact that the vehicle must comply with ISO-15118 and Plug & Charge,
on which we will focus in this document, are related to the PKI and Plug & Charge ecosystem.
¢ Install the relevant V2Groot-certificates in the vehicle.
e Generate the provisioning certificate of the vehicle and make it available (as described in the
table Erreur ! Source du renvoi introuvable. page Erreur ! Signet non défini.).

V2G-Root CA “A”
CPS-side PKI

V2G-Root CA “B”
CPO-side PKI

OEM-side PKI

7 i
'
el — N /
y
V2G-RCA"A” V2G-RCA“B” V2G-RCAC” / Legend
Certif. Certif. Certif. ) Y
B Step Y of use-case X
X
________________ _pl - i
150-15118 Data-Link ‘ Use-case trigger

Figure 5 - The OEM/Car-maker produces an 1ISO-15118-ready vehicle

The car-maker backend system:
e Must generate the Provisioning Certificate Identifier (PCID) in compliance with the standard
definition (see step 1.0 on illustration).
o Must transmit to the vehicle, the relevant V2Groot-CA certificates, to be installed in it. (See step

1.1). this could be done using a “V2G-Root-CA-TrustList” or individually, certificate per
certificate.
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The vehicle:

o Mustreceive and install the relevant V2Groot-CA certificates in its “Trust store” to ensure a valid
authentication of the trusted charging points, and of the trusted “Signed contract certificate
bundles” (see step 1.1).

o Must generate a key-pair, store it in its “key-store” (see 1.2) and request a certificate generation
based on this pair: the Provisioning Certificate. This certificate “CN” field must contain the PCID
(see step 1.3)

The vehicle and the car-maker backend system:

o Must make available the Provisioning Certificate to all eMSP, using a Provisioning Certificate
Pool (see step 1.4).

5.3.2 The EV-User subscribes to an eMSP

This step is not very impacted by the 1ISO-15118 and Plug&Charge feature. There is no specific action
related to these features. But this step is really important (and mandatory) because it generates the
eMSP EV-user contract and its identifier (eMAId) (see 2.0 in the following illustration).

e Generate the eMAId.

V2G-Root CA “A”
CPS-side PKI

V2G-Root CA “B”
CPO-side PKI

OEM-side PKI

b
/- ~
| )

V2G-RCA“A” V2G-RCA“B” V2G-RCA“C”
Certif. Certif. Certif.

Legend
@ Step Y of use-case X

{ ]
- ; .
a 1S0-15118 Data-Link » Use-case trigger

Figure 6 - The EV-User subscribes to an eMSP

The eMSP backend system
o Must generate the eMAId (see step 2.0)

5.3.3 The EV-User activates the Plug&Charge feature in its eMSP subscription, for its vehicle

For the Plug&Charge feature, the authentication verified for each session is based on a x509 certificate
named “Contract Certificate”, which contains the eMAId identifier. The activation process must:
e Generate the contract certificate (as described in the table Erreur! Source du renvoi
introuvable. page Erreur ! Signet non défini.) and the required associated data elements.
o Package them in a “contract certificate bundle”
e Sign this bundle with a CPS entity attached to a V2G-RootCA
o Make the signed bundle available.
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Figure 7 - The EV-User activates the Plug&Charge feature in its eMSP subscription, for its vehicle.

The user asks his eMSP to activate the Plug&Charge function for a given vehicle.
e The user sends his vehicle “PCid” to his eMSP (see step 3.0)

The eMSP system

Must retrieve the vehicle Provisioning Certificate (knowing the PCId) (see step 3.1)

Must generate the Contract Certificate (see step 3.2).

Must package the Contract certificate with additional data in a “contract certificate bundle”.
Must have this bundle signed by a CPS attached to a V2G-RootCA (see step 3.3)

Must make available the “Signed Contract Certificate Bundle” to the Car-Maker and to all CPO
by deposing it in a Contract Certificate Pool (see step 3.4).

5.3.4 The OEM/Car-maker installs the Contract certificate in the vehicle

The contract certificate must be transferred to the vehicle for installation. This can be done via the OEM's
back-end system, or via the charging point.

We describe below the situation in which the Contract Certificate is transferred via the OEM’s back-end
system.
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Figure 8 - The OEM/Car-maker installs the Contract certificate in the vehicle

The OEM’s backend system
o Must get the “Signed Contract Certificate Bundle” from the Contract certificate Pool (see step
4.0)
e Must send the “Signed Contract Certificate Bundle” to the vehicle, using the “telematic” data link
to the vehicle (see step 4.1)
The vehicle,

o Must receive the “Signed Contract Certificate Bundle”, unwrap, verify, and install it. The vehicle
now contains the Contract Certificate.

5.3.5 The EV-User plugs its ISO-15118-ready vehicle on an ISO-15118-ready charging point.

When the EV-User plugs its vehicle on an 1ISO-15118-ready charging point, two situations could be
encountered:

1. The vehicle presents a valid Contract Certificate to the Charging Point,
2. The vehicle has no valid Contract Certificate to be presented to the Charging Point

If the vehicle presents a valid Contract Certificate to the Charging Point, the authentication process, and
then the authorization process will be performed, and the charging session will start (if the authorization
is OK).

If the vehicle has no valid Contract Certificate to be presented to the Charging Point, the Charging Point
will try to get one and to transfer it to the vehicle.
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Figure 9 - The EV-User plugs its ISO-15118-ready vehicle on an ISO-15118-ready charging point

The vehicle
e Is plugged to the Charging Point and the ISO-15118 data link is established (see step 5.0)
e Has no Contract Certificate to be presented to the Charging Station (see step 5.1), and thus
request the Charging Point for a Contract Certificate (if available).
The Charging Station
o Requests its CPO backend system (see step 5.2).

The CPO backend system
o Retrieves the available “Contract Certificates Bundle” (if any) for this vehicle (for this PCld) (see
step 5.3)
e Sends it back to the Charging Station (see step 5.4)
The Charging Station
e Pushes the “Contract Certificate Bundle” to the vehicle (see step 5.5)

The vehicle,

o Must receive the “Contract Certificate Bundle”, unwrap, verify, and install it. The vehicle now
contains the Contract Certificate.

At this step, the vehicle can present a valid Contract Certificate to the Charging Point. The authentication
process, and then the authorization process can be performed, and the charging session can start (if
the authorization is OK).

5.3.6 The CPO prepares an ISO-15118-ready Charging Station

A Charging Station compliant with ISO-15118 must have a Certificate for each SECC. The usual
implementations are one SECC per Charging Point or one SECC per Charging Station. Whatever this
topology, each SECC must have a Certificate as described in the table Erreur ! Source du renvoi
introuvable. page Erreur ! Signet non défini.. The CPO must
e Generate the SECC certificate (as described in the table Erreur! Source du renvoi
introuvable. page Erreur ! Signet non défini.)
¢ Install the certificate in the SECC
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The CPO backend system
o Must generate the SECC Identifier (SECCId) in compliance with the standard definition (see 6.0
on illustration).
The SECC,
o Must generate a key-pair, store it in its “key-store” (see 6.1) and request a certificate generation
based on this pair: the SECC Certificate. This certificate “CN” field must contain the SECCId
(see 6.2)
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